CEMSIS Project

Work package 6

wp6_beg039_v1_0_post fisa workshop4 rep.doc
Post-FISA 2003 Workshop no. 4


CEMSIS

Cost Effective Modernisation of Systems Important to Safety

Work Package 6

Report of  post-FISA workshop number 4

"Safe and Cost Effective Modernisation of Programmable Systems"

(first issue)

Compiled by D J Pavey, British Energy

Post-FISA-2003 Workshop Report

Safe and Cost Effective Modernisation of Programmable Systems

D. Pavey (British Energy, UK), R. Bloomfield (Adelard, UK), P-J. Courtois (AVN, Belgium), T. Nguyen (EDF, France), Vytis Kopustinskas (JRC-IE, Netherlands), Pascal Regnier (IRSN, France), Josef Märtz (ISTec, Germany), Urho Pulkkinen (VTT, Finland), Gérard Ladier (Airbus, France), Andrew Eaton (CAA, UK).

A. Introduction

There are many nuclear power installations within the EU which require maintenance and modernisation. These installations contain I&C systems that are regarded as "systems important to safety" (SIS), i.e.:

· safety systems: systems in the highest safety class, e.g., a protection system

· safety-related systems: systems in lower safety classes, e.g., a control system

In the past, SIS were specially developed for the nuclear industry in a particular country. They were often implemented using simple technologies that were relatively easy to analyse and justify and developed to comply with the requirements of a single national regulatory body. SIS are now becoming heavily reliant on computer-based systems and the market is subject to increasing globalisation. These issues pose considerable additional problems in the justification of SIS refurbishment for nuclear plants in Europe.

The objectives of this workshop were:

· To present an overview of the results, and deliverables, of two framework V projects in this context:

· Cost Effective Modernisation of Systems Important to Safety (CEMSIS) [1]

· Benchmark Exercise on Safety Evaluation of Computer Based Systems (BE-SECBS) [2]

· To review the safety justification practices for programmable systems in other industrial sectors 

· To stimulate debate on future safety justification practices in the European Union

· To consider the options for further progress in this field including the EC Framework VI programme
The workshop was attended by about forty participants and was in four sessions starting with 'CEMSIS summary and achievements' and 'BE-SECBS overview and achievements'.  'Practices in other sectors' was presented by invited speakers from outside the Nuclear industry, and finally 'Current and emerging issues' gave an opportunity for any participant to present their views on the subject, and identify issues that need further work.  The presentations are summarised briefly in this paper, and the slides accompanying the original presentations are available at www.cemsis.org.

B. CEMSIS Summary and Achievements

CEMSIS Best Practice, illustrated by an industrial-based example (Robin Bloomfield, Adelard)

CEMSIS is a 36-month project that started on 1 January 2001 with the following technical objectives:

· Develop a safety justification framework for the refurbishment of SIS that is acceptable to different stakeholders (licensing bodies, utilities) within the Member States

· Develop approaches for establishing the safety requirements for control system refurbishment together with an associated engineering process
· Develop justification approaches for widely used modern technologies, i.e. - COTS products and graphical specification languages
· Evaluate these developments on realistic examples taken from actual projects
· Disseminate the results of our work to plant operators and regulators within the EU

The public domain deliverables will be ‘best practice’ guidance to assist utilities, regulators and manufacturers. The partners will also disseminate to influential standards bodies.

The results on safety justification framework and pre-existing software based products (including COTS) are outlined in the following presentations.  The work package on requirements will deliver a Requirements Engineering For Refurbishment Best Practice Guide (D2.3) and has three components:

· A requirements engineering process: this describes the activities and aims of the phases of the requirements process for modernisation. The “classical” requirements engineering process is modified and expanded in order to include the features of a SIS modernisation project.

· A claim-based view: this describes desirable properties of the requirements and their specification, and provides a clear link to the safety justification framework.

· A set of stakeholders or viewpoints: this guides the activities of the requirements process, to increase the likelihood of achieving a complete requirements specification.

Case studies have been undertaken to evaluate the results of the initial guidance documents on realistic examples taken from actual projects:

· Replacement of PDP11-based control software on UK nuclear fuel reprocessing plant

· Justification of typical safety claims for protection software built on a commercial platform

· Replacement of a safety monitoring system in a Swedish Nuclear plant 

A Public Domain Example Illustrative Study applies the CEMSIS guidance to a public domain modernisation example that can be freely disseminated outside the CEMSIS project. It will illustrate the application of the guidance to a specific SIS replacement example and also incorporate the lessons learned in the other case studies. The example chosen is a nuclear material handling system (MHS), and the content of the study report was outlined in some detail.  

An review and analysis of potential cost benefits from the CEMSIS guidance was also presented.  The public deliverables will be available on www.cemsis.org by early 2004.

Safety Justification Framework – key issues
(Pierre-Jacques Courtois, AVN)

The CEMSIS WP1 deliverable is based on an overall framework approach for the assessment of SIS computer/software equipment, and proposes a method to help justify the safety, and license efficiently, the embedded software and hardware being replaced or upgraded.  

Two essential aims of the method are: 

· To deal with the specific aspects and difficulties raised by the validation of software

· To take into account the specific conditions and challenges of up-grades and modernisation of NPP's SIS, which are mainly required by plant extensions and technology obsolescence

by proposing a pragmatic framework to make a cost-effective justification of safety, that is:

· To elicit and to organise the variety of claims, sub-claims and disparate sources of evidence, allowing for modularity and the integration of the results of previous safety cases

· To deal with the necessary models and representations of the system, and with their interpretations, at the plant, design and operation levels

Pre-Developed Software – key issues
 (Thuy Nguyen, EDF and EPRI)

The main objective of WP3 is to propose a practicable, cost-effective and yet rigorous approach to the software aspects of the safety justification of I&C systems based on pre-existing products (which may be individual components or complete system platforms). The proposed strategy has two main phases:

· the functional and dependability assessments of pre-existing products, independently of specific projects, so as to share assessment costs and reduce uncertainties and project duration 

· the effective safety justification of complete I&C systems.

The purpose of a functional assessment is to obtain an accurate and correct description of a product, covering all the subjects of interest. The approach proposed is based on:

· a generic functional model stating the main functions and interactions generally expected for each type of product (I&C platforms, communication equipment, “smart” devices);

· the assessment and description of pre-existing products considered for future projects; practical guidance is provided in the form of recommended “investigation groups”, 

· expression of project specific user requirements for a given type of product;

· product selection based on the comparison of the results of the two preceding tasks.

The purpose of a dependability assessment is to state and justify claims that can be reused for the safety justification of effective I&C systems. The approach proposed is based on:

· the identification of the properties of systems and of products that are essential for safety;

· the identification of the different types of evidence 

· identification of four main assessment strategies, based on factors such as functional complexity

· recommendations for each strategy regarding the evidence that could be provided for each property.

C. BE-SECBS Overview and achievements

Overview of the project (objectives and achievements) (Vytis Kopustinskas, JRC)

FP5 project “Benchmark Exercise of Safety Evaluation of Computer Based Systems” (BE-SECBS) started in 01/2001 and will finish in 12/2003.  The consortium consisted of an industrial partner (FANP), providing the reference study case, three assessor teams (IRSN, ISTec and VTT/STUK) and the project co-ordinator JRC-IE, which apart from general co-ordination performed the comparison study. 

The project's primary target is a comparative evaluation of existing safety critical computer based systems assessment methodologies in use in the nuclear field among regulators and technical support organisations in EU Member States. Framatome ANP provided a reference case study of a hypothetical reactor protection system, including the requirements and functional specification of a limited number of safety functions that were selected by the project partners. Each assessor applied its specific assessment methodology to the reference case study. The comparison study was performed in order to highlight the current practices and methods used in the field by major research and regulatory support organisations. 

The studies were compared from the methodological, the actually performed assessment steps' and the assessment results' perspectives. The comparison procedure was developed and applied for the following assessment items:

· Quality assurance and engineering process,
· Requirements specification,

· System specification,
· Detailed design,

· Source code,
· Testing,

· Quantitative reliability analysis. 


The comparison exercise highlighted differences that exist among the applied assessment techniques, methodological approaches and depth of assessment findings. However, many similarities, especially in regulatory requirements applied and assessment steps followed were also observed. 

The project results were in particular useful for the assessment teams that could explicitly compare their approaches and methods on the same study case platform. The work could be considered as a step towards harmonisation of European approaches and requirements in the area of software safety.

The IRSN assessment approach and its application (Pascal Regnier, IRSN)

The IRSN approach covered assessment of both the development process and the resulting product.

The process assessment reviewed the quality assurance plan and the V&V plan concentrating on the life-cycle phases, and conformance with requirements of the French Basic Safety Rule.

The product assessment addressed the products of the life-cycle phases:

· Requirements - a critical document review for completeness, clarity, precision, accuracy etc.

· Design - both architectural design and application software design by critical document review 

· Generated code - using: critical document review, object code building (for completeness), analysis using QAC (for code quality) and semantic analysis using PolySpace (to search for run-time errors).

· Verification - for relevance and adequacy of the plan, the test scenarios including acceptance criteria, for independent assessibility, and for content of the results.

· Validation - for adequate coverage, accuracy, response time and fault tolerance.  This included test coverage evaluation using the tools GATeL (for test generation) and CLAIRE (for test execution).

The conclusions of this assessment process would be a synthesis of the findings and a recommendation to the safety authority to accept or reject the system, possibly asking for additional V&V activities.

The ISTec assessment approach and its application (Josef Märtz, ISTec) 

The relevant properties of the BE-SECBS test case due to implementation in TXS-Technology were:

· Strict formal character already in the first specification steps by use of Function Diagrams

· Function Diagrams are unambiguous and can be checked in detail. 

· Resulting C-code is so called 'Normed Source Code' with some predefined properties

· Strictly cyclic and data independent execution of the code within a fixed time interval

· Strictly linear control flow structure - the execution path and timing is not dependent on input data

· Resulting C-code is based on a code-library of type-tested software components 
The basis for the ISTec assessment methodology was the standards IEC60880 and KTA3503 i.e. type testing of pre-developed components.  It followed the life-cycle steps of requirement specification, system specification, detail design, coding, testing.  The presence of 'Normed Code' with the above properties meant that static analysis for complexity of structure, and dynamic analysis for test coverage, were not required.  The functional equivalence of the generated source code with its specification was checked with the RETRANS tool, developed at ISTec.

Due to the adaptation of the assessment to the test case being a TXS-system, ISTec could perform a rather comprehensive assessment including a well-documented high depth of assessment findings.

The VTT-STUK assessment approach and its application (Urho Pulkinnen, VTT-STUK)

The background of the STUK/VTT safety evaluation method is on the Finnish regulator guide YVL-5.5 (STUK 2002), which describes the principles for licensing automation systems for nuclear power plants. As a part of licensing process, the licensee must provide for STUK certain material, which demonstrate that the STUKs requirements are met. 

The basic principle of the STUK/VTT methodology is the critical review of the evidence and analyses provided by the system vendor or the power utility applying for the licence.  In addition to this, certain additional analyses can be made by an independent team. The need for  these analyses is identified in a case by case manner, and they are made in order to check the analyses made by the vendor, and to get an independent view on the case at hand. Thus, the STUK/VTT methodology aims at evaluation of the quality of the evidence provided by the vendor. During the licensing process, evidence from several sources is needed.  This evidence deals with either the automation system platform or the application (i.e. the safety function realised on the platform). From another viewpoint, the evidence may concern the design or implementation process, or the product (i.e. the automation system itself). 

The STUK/VTT method aims at evaluating the quality of evidence (i.e. evaluation of the target product and its design and implementation process with respect to standards, authority requirements etc.). Finnish nuclear regulatory guide, YVL-5-5 also requires quantitative reliability analyses. In the STUK/VTT method, the quantitative reliability estimates are produced by using a Bayes network model.

D. Practices in other sectors 

Software Aspects of Certification in the Aerospace Sector (Gérard Ladier, Airbus)

The rules for certification of aircraft systems require that any failure condition that would prevent continued safe flight and landing of the airplane is 'extremely improbable'.  Failure conditions are classified according to the severity of their consequences in five levels from 'catastrophic' to 'no safety effect'.  Acceptable probabilities for catastrophic failures are derived as 10-9 per flight hour. To demonstrate compliance it is necessary to have assurance on the development process, on the principle that 'You can't deliver clean water in a dirty pipe'.

The standard DO-178B (aka. ED-12B in Europe) provides guidance on evidence required for different levels of criticality.  The main sections specify for each process the assurance objectives and means of achieving them.  An appendix defines for each software level:

· The applicable objectives and the products requested per process 

· The degree of independence of the process’ activities

· The control category for the data generated by the process’ activities
The largest section of the document in terms of volume and work generated concerns verification.  The main principles are that verification is integral to the development processes, and combines reviews, analysis and tests to identify errors.  It mandates 'functional testing' defined from the requirements, but not from code structure.  Both 'functional' and 'structural' test coverage analysis is performed.

A number of questions about application of the standard were addressed including cost of application, use of COTS, and replacement of test by proof.  For the future there are signs that a more 'product based', rather than 'development process based' assessment may become possible.

Experience with goal based regulation in air traffic services
(Andrew Eaton, CAA)

Andrew Eaton represents the UK Civil Aviation Authority.  He outlined some experiences from introducing goal-based safety regulation for Air Traffic Services.  The move from prescriptive standards-based regulation to a goal based approach was driven by the Robens and Pipa Alpha reports in order to be more complete, consistent and responsive to new technology.  

Goal-based regulation sets a state to be achieved without mandating a solution.  This goal must be traceable via a valid argument to a safety axiom or to a legal safety requirement

Decomposition of assurance goals requires assurances to be made in the following areas:

· Requirements Validity to ensure necessary and sufficient requirements for safety are identified

· Requirements Satisfaction to ensure the software satisfies the safety requirements

· Freedom from interference from non safety functions

· Requirements Traceability to ensure all safety requirements can be shown to be satisfied

· Configuration Consistency to ensure that the evidence truly applies to the software deployed

Some of the challenges experienced in drafting Goal based regulations were outlined. Limit the level of detail, as they tend to become verbose.  Control the level of abstraction - prolific low level goals are difficult to manage and may imply regulatory risk if wrong, but high level goals risk miscomprehension. Define success criteria rather than solutions.  Provide guidance which cannot be taken as mandatory

Some lessons for regulators learnt from the experience are as follows:

· Ensure that your understanding of “Goal Based Regulation” is well defined

· The transition needs to be planned & managed

· Implement the transition top down

· Be prepared to give guidance / assistance

· Regulatory independence can be compromised during the transition

· Expect resistance to change

E. Current and emerging issues

Position Statements 

Gustav Dahll (Halden Reactor Project, Norway) outlined some current Halden research areas in software dependability including: safety justification using Bayesian Belief Nets to combine prior reliability assessment with quantitative data, traceability in requirements specification, estimation of COTS reliability by structural decomposition, and evidence obtained from program analysis.

Rob Stockham (Moore Ind., UK) explained that manufacturers who hold 'Accredited Certification' for their Functional Safety Management can demonstrate a higher level of commitment, and importantly can offer much more comprehensive and 'open' safety related information about their products. It would be of benefit to be able to supply an 'Assurance Package' or 'Certified Data Set' for a component, paid for by the customer, providing the essential safety information in a form in which they can have confidence.

Arian Slagt (Yokogawa SCE) gave an overview of the Yokogawa activities related to the nuclear industry. These include the delivery of safety transmitters, support of other companies research programs and the delivery of safety systems. He stressed the importance of clear and un-ambiguous procedures that are accepted by all parties in all European countries to enable the usage of cost-effective solutions.

Björn Wahlström (VTT) described the I&C activities of IAEA, concentrated in the Technical Working Group on Nuclear Power Plant Control and Instrumentation (TWG-NPPCI). Activities include the sponsoring of International Symposia, Specialists’ Meetings and Co-ordinated Research Programmes. Reports published in 2002 include: the harmonisation of licensing of I&C in nuclear plants and solutions for a cost effective assessment of software based I&C systems in nuclear plants. Website: http://www.iaea.org/worldatom/Programmes/Nuclear_Energy/NENP/NPES/pact/iandc.html.

Ivan Ivanov (TU Sofia) described the Technical University of Sofia as the biggest Bulgarian technical higher educational and research complex with a national role for the distribution of knowledge and development of the Nuclear Energy Research Area in Bulgaria; their interest in this field is:

· because of the need to transfer good new knowledge and advanced EU experience for practical uses;

· in order to support sustainable and safe long term operation of the NPP, prevention of accidents and improvement of the mitigation concept, and management of accident sequences.

Freddy Seidel (BfS) gave an overview on recent research projects, which the German Federal Office for Radiation Protection has initiated in the field of safety I&C qualification and justification. Main aspects have been the requirements on digital I&C maintenance; criteria and methods of collecting data for operational experience were summarised as well. The safety justification framework is considered to be a very interesting result of the CEMSIS project. Considering the application of this framework for distributed I&C systems some comments were discussed.

Paul Tooley (BE) outlined the ongoing UK research programme controlled by the C&I Nuclear Industry Forum.  Current topics include: safety demonstration of SMART instruments, use of PC technology for low SIL applications, tools and techniques (the relative contributions of test and static/formal methods to the safety demonstration, statistical testing for reliability estimation, improvements in analysis tools/methods, legacy issues associated with use of tools), use of diversity in systems and arguments, and finally the application of formal methods to hardware based safety equipment design.

Development of Guidance (e.g. IEC and EPRI) (Thuy Nguyen, EDF and EPRI)

A claim-based, rather than rule-based, approach to safety justification may be particularly useful where unanticipated or new issues are involved, such as in the EPRI RID3 project.  This addresses 'Risk Informed Defence in Depth and Diversity' for digital I&C upgrades.  An example is where the same digital I&C platform may be used in more than one line of defence, requiring a claim that 'the operating system software is an unlikely source of common cause failure'.

The ongoing revision process for IEC61508 gives scope for exploiting the results of the projects discussed here, including identification of essential properties to be achieved, and gradation of the rigour of evidence required according to Safety Integrity Level.

NRWG Task Force on Critical Software Licensing (Pierre-Jacques Courtois, AVN)

The Task Force was set up in 1994 and a major milestone was the publication in May 2000 of the consensus report: “Common position of European nuclear regulators for the licensing of safety critical software for nuclear reactors” (EUR 19265 EN, version11, May 2000, 81pp.). The report addresses regulator and assessor concerns, and reflects mutual agreement in the field of safety assessment.  Ongoing work addresses: diversity/redundancy, software reliability, safety demonstration structure, safety categories, specific software types (e.g. generated code, OS), and collection of experience data. 
Conclusions – review of the workshop, and next steps (Pierre-Jacques Courtois, AVN) 

We have reviewed two framework V projects that complement each other well, revealing commonalities in assessment approaches in Europe, and building on advances in provision of evidence and construction of safety cases.  We have learned a great deal from each other, and many thanks are due to the EC. 

Safety justification remains a complex problem, and the workshop discussions noted issues that require further efforts including: how to 'scale-up' the results, how to identify 'sufficient' V&V, how much the regulator should guide the licensee, the role of 'type testing' and a 'plug and play' approach, and the use of goal based rather than prescriptive safety justification.  We need to keep working away at these concerns.

Euratom 6th Framework Programme (Panagiotis Manolatos, CEC)

The range of FP-6 instruments includes the new Integrated Projects, Networks of Excellence and Integrating Infrastructure Initiatives.  A new Expression of Interest Exercise is being published in November 2003, with a deadline for proposals in February 2004 and results expected in May 2004. 
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