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Summary 

CEMSIS is a 36-month cost-shared contract that started on 1 January 2001.  This paper describes the objectives and strategy of CEMSIS, and outlines some of the emerging results.

There are many nuclear power installations within the EU which require maintenance and modernisation. These installations contain I&C systems that are regarded as “systems important to safety” (SIS
· 
· ).
The CEMSIS project seeks to maximise safety and minimise costs by developing common approaches within the EU to the development and approval of SIS refurbishments that use modern commercial technology. 

The main results at this stage of the project are guidance documents on a proposed approach to safety justification of SIS, on requirements engineering for SIS and a qualification strategy for ‘Commercial Off-The Shelf’ (COTS) or ‘pre-existing’ software products.  These are being evaluated in a number of industrial-based case studies including a ‘public domain’ example that will be used to explain and illustrate the guidance.  The presentation at FISA-2003 will outline the results of the case studies, and a workshop will give further details of the CEMSIS results as well as looking forward to the potential for building on this and related work.
A. Introduction

In the past, SIS were specially developed for the nuclear industry in a particular country. These systems would often be implemented using simple analogue, relay or discrete logic technologies that were relatively easy to analyse and justify. In addition SIS tended to be developed to comply with the requirements of a single national regulatory body. This situation has changed dramatically, SIS are now becoming heavily reliant on computer-based systems. The current control system market is subject to increasing globalisation. These issues pose considerable additional problems in the justification and regulatory approval of SIS refurbishments for nuclear plants in Member States.

The specific technical objectives of CEMSIS are to:

· develop a safety justification framework for the refurbishment of SIS that is acceptable to different stakeholders (licensing bodies, utilities) within the Member States

· develop approaches for establishing the safety requirements for control system refurbishment together with an associated engineering process
· develop justification approaches for widely used modern technologies, i.e. - COTS products and graphical specification languages
· evaluate these developments on realistic examples taken from actual projects
· disseminate the results of our work to plant operators and regulators within the EU





· 
· 
· 



The anticipated public domain deliverables will be ‘best practice’ guidance to assist the utilities, regulators and manufacturers in achieving cost and safety advantages. The partners will also disseminate to influential standards bodies.

B. Work programme 

The main innovative aspects of CEMSIS are in addressing the following key issues in the refurbishment of nuclear I&C systems:

· The harmonisation of safety justification approaches across Member States

· The definition of safety requirements for the replacement SIS

· The use of pre-developed software products in SIS, potentially even for Class A systems

CEMSIS takes input from regulators on licensing issues and draws on existing experience of nuclear regulators within the EU on acceptable approaches. This experience is being fed into our justification framework. CEMSIS also draws on the experience of a wide range of “stakeholders” in the industry: operators, I&C suppliers, system integrators and software specialists to identify acceptable and economic approaches to refurbishment.  

Existing published standards and guidance are being taken into account (e.g. Ref. [1] to [5]).  Some consortium members are involved in the standards process, and expect to feed back the CEMSIS results into their development and revision.
The project has kept close contacts with the Task Force on Licensing Safety Critical Software of the Nuclear Regulator Working Group (NRWG) of the DG for Energy and Transport, Directorate H Nuclear Safety and safeguards. The safety justification framework has been influential in the guidance being currently developed by the task force (see Ref. [3] for the reports already issued by this task force).

The issues addressed in the main deliverables are outlined in more detail in the following sections. WP1 develops an innovative safety justification framework for the project. The core technical work packages on refurbishment requirements (WP2) and pre-developed software (WP3) are being developed in parallel.  A study of languages and tools (WP4), including graphical languages and modelling issues was made.  The interim results are being subjected to industrial evaluation in WP5 before being consolidated into final reports and a safety case support tool (ASCE) is being extended to support the CEMSIS framework.  Throughout the project there has been a dissemination and liaison task (WP6) that provides liaison to the wider community and runs workshops to focus and disseminate the public aspects of the results.  
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The major information flows between the work package tasks is shown below:


C. Main Achievements

The following subsections outline the achievements at this stage in the project development representing progress towards the achievement of the main project deliverables.

Overall Safety justification framework

The process of approving software-based equipment for executing safety critical functions is far from trivial, and not yet properly and efficiently mastered by regulators, licensees and suppliers.  Our review of licensing approaches clearly shows that no systematic method is defined or in use in CEMSIS member countries for demonstrating the safety of a software-based system.  

If a systematic and well-planned approach is not followed, licensing costs in resources and delays may outweigh the benefits expected from the upgrade or the modernisation. Great is then the temptation to reduce costs at the expense of safety.  

The WP1 deliverable is based on an overall framework approach for the assessment of SIS computer/software equipment, and proposes a method to help justify the safety, and license efficiently, the embedded software and hardware being replaced or upgraded.  

Two essential aims of the method are: 

· To deal with the specific aspects and difficulties raised by the validation of software,

· To take into account the specific conditions and challenges of up-grades and modernisation of NPP's SIS, which are mainly required by plant extensions and technology obsolescence
by proposing a pragmatic framework to make a cost-effective justification of safety, that is:

· To elicit and to organize the variety of claims, sub-claims and disparate sources of evidence, allowing for modularity and the integration of the results of previous safety cases
· To deal with the necessary models and representations of the system, and with their interpretations, at the plant, design and operation levels.



The purpose of the framework is to organise arguments and evidence so as to justify specific claims, identified up-front, on the dependability of a system design. 
A clear distinction is made between what to demonstrate (satisfaction of dependability claims) and how to demonstrate (in terms of evidence and arguments). Practical experience, also supported by the formal approach discussed in Ref. [6], shows that a dependability claim and its supporting evidence can be organised in a multi-level structure.
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· 
· 
· 


Requirements Capture for Refurbishment

The objective of this work package is to investigate methods for establishing the requirements for the refurbishment of control systems that are important to safety, and to develop an associated engineering process that adequately supports the definition of these requirements.

Capture of requirements is a crucial but difficult part of SIS refurbishment. The ‘requirements’ to be captured are safety, application and system requirements including those arising from interfaces. The task includes a review of existing requirements capture technologies to determine those that are best suited to refurbishment projects.




An information collection exercise was undertaken and 
· 
· 
· 
· 
· 
· 
· 
84 techniques were identified and classified.  

· 
· 
· 

A questionnaire was also formulated in order to identify where common ground exists, “are we already using best practice?”

From the analysis of the questionnaire it could be seen that interviews and document data mining were the most common techniques used to re-discover requirements. Requirements analysis and negotiation were largely implemented by manual review and inspection.

The second WP2 deliverable is “Requirements Process for Refurbishment: overall approach and rationale”. It is a pre-cursor to the final deliverable: the Requirements Engineering For Refurbishment Best Practice Guide (D2.3).  
This work package has three main components:

· a requirements engineering process

· a claim-based view

· a set of stakeholders or viewpoints

The requirements engineering process describes the activities and aims of the phases of the requirements process for modernisation. Starting from the “classical” requirements engineering process, the process is modified and expanded in order to take into consideration the features of a modernisation project of a SIS. 

The claim-based viewpoint of Requirements Capture for Refurbishment describes the properties we would like to see the requirements and their specification possess, and provides a clear link to the safety justification framework.

The set of stakeholders or viewpoints guide the activities of the requirements process, to increase the likelihood of achieving a complete requirements specification.

The Best Practice Guide will reference the review document for applicable techniques based on the information presented from the literature survey, critical analysis, and validation during the CEMSIS case studies.


Safety justification of SIS based on Off-The-Shelf Products (OTSP):



Considering that the same OTSP may be used in several different Systems Important for Safety (SIS), our overall justification strategy for OTSP-based SIS distinguishes two main phases:

· the pre-qualification of OTSP; this phase benefits all the SIS built with these products;

· the justification of complete and fully operational SIS.

The pre-qualification of OTSP may be decomposed in two activities: the functional assessment and the dependability assessment. 

For cost effectiveness of the functional assessment, it is useful to distinguish activities that are independent of, or specific to, any particular project or product. This leads to the four tasks summarised in Table I. 

Table I: The four tasks of functional assessment

PRODUCT INDEPENDENT
PRODUCT DEPENDENT

PROJECT INDEPENDENT
Task 1: Functional modelling, for each main category of products
Task 2: Functional description of candidate OTS products

PROJECT SPECIFIC
Task 3: Specification of user requirements for each category of products
Task 4: Matching of OTS products with corresponding user requirements specifications





The objective of the dependability assessment of an OTSP is to guarantee and provide evidence that this OTSP is and behaves as documented, and complies with the applicable regulatory requirements. Since the variability of these OTSP is very high, different approaches may be needed for a cost-effective assessment of their dependability. WP3 developed a taxonomy to provide a framework for the definition of strategies for dependability assessments.


· 
· 
· 
· 

Table II: Taxonomy and strategies for dependability assessments


White–box Without Experience 
White-box + Experience in Operation
Grey-box Without Experience 
Grey-box + Experience in Operation
Black-box + Experience in Operation
Black-box Without Experience 

Class A – High or Med complexity
A–WB





Class A – Low complexity
A–WB / A–BB

A–BB


Class B – High complexity
B–GB



Class B – Med. complexity
B–GB / B–BB
B–BB


Class B – Low complexity

B–BB

· Strategy A-WB is a white-box approach for OTSP intended for class A SIS. 
· Strategy A-BB is a black-box approach for OTSP intended for class A SIS. 
· Strategy B-GB is a grey-box approach for OTSP intended for class B SIS. 
· Strategy B-BB is a black-box approach for OTSP intended for class B SIS. 

The next step is to identify the properties that are essential to safety so that evidence that these properties are satisfied can be provided.  At the first level we identify the following five properties of the SIS: characterisation, functional adequacy, correctness, robustness and maintenance, of which items one, three and four may be addressed, at least partially, during pre-qualification.




  

To demonstrate the safety properties, WP3 makes use of the claim-argumentation-evidence approach proposed in WP1. 

· 
· 
Application and Evaluation

Case studies have been undertaken to evaluate the results of the initial guidance documents on realistic examples taken from actual projects. 

To focus the effort, the concepts outlined above are being applied to three industrial case studies (led by BNFL, Carl Bro, and EDF):

· Replacement of PDP11-based control software on nuclear fuel reprocessing plant

· Justification of typical safety claims for PWR protection system software in the context of the French Fundamental Safety Rule, and of UK licensing experience.

· Replacement of a safety monitoring system in a Swedish Nuclear plant 







· 
· 

· 
· 
· 
· 

A Public Domain Example Illustrative Study
 applies the CEMSIS guidance to a public domain modernisation example that can be freely disseminated outside the CEMSIS project. The objective is to illustrate the application of the guidance to a specific SIS replacement example and also incorporate the lessons learned in the other case studies (where some results must remain confidential). The example chosen is a nuclear material handling system (MHS).  







The MHS is a simplified version of an actual power plant materials handling system and is typical of systems found in many nuclear installations.  Some details have been altered in order to illustrate the lessons learned from the other case studies. 

The Public Domain Example deliverable introduces the CEMSIS guidance documents. It also describes the overall modernisation process and then shows how the guidance can be applied to the MHS example. The evolution of the MHS SIS safety requirements, safety justification and SIS implementation are illustrated within this overall process. 
D. Dissemination and Exploitation of the Results

E. 
The key audiences for the CEMSIS results are:

· I&C engineers and managers with responsibility for implementing refurbishment projects

· 
· Product development engineers and managers within the supply industry wishing to understand the technical approach and how to orient their product to the nuclear market 
· 
· SMEs and other service companies wishing to participate in the refurbishment market

· Regulators, safety software assessors and policy makers wishing to develop an approach to licensing computer based SIS, including systems which make use of OTS components



















Further details will be given at the post FISA workshop on 13 November, where options for further development of CEMSIS and related themes will be addressed.  A project public web-site can be visited at www.cemsis.org where a more detailed version of this paper is available. 

F. Conclusion

We are confident that the project will meet its goals and the results will be of practical benefit to the nuclear industry.  The results will be in the form of guidance documents illustrated by realistic examples that can be easily related to practical refurbishment situations. 

The project public deliverables will be available around the end of 2003:

D1.2
Final safety justification framework.

D2.3
Requirements engineering good practice guide for refurbishment

D3.4
Assessment and analysis guidelines for COTS-based systems important to safety 

D5.5
Summary report on case studies

D5.6
Public domain case study

D6.2.2
Open Workshop Presentation – at FISA-3003 on 13 November
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Figure 2: Illustration of a typical Level 1 argument supported by evidence and subclaims.
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