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1 Summary 

CEMSIS is a 36-month cost-shared contract that started on 1 January 2001.  This paper describes the objectives and strategy of CEMSIS, and outlines some of the emerging results.

There are many nuclear power installations within the EU which require maintenance and modernisation. These installations contain many I&C systems that are regarded as “systems important to safety” (SIS), i.e.:

· safety systems: systems in the highest safety class, e.g., a protection system

· safety-related systems: systems in lower safety classes, e.g., a control system

The CEMSIS project seeks to maximise safety and minimise costs by developing common approaches within the EU to the development and approval of SIS refurbishments that use modern commercial technology. 

The main results at this stage of the project are guidance documents on a proposed approach to safety justification of SIS, on requirements engineering for SIS and a qualification strategy for ‘Commercial Off-The Shelf’ (COTS) or ‘pre-existing’ software products.  These are being evaluated in a number of industrial-based case studies including a ‘public domain’ example that will be used to explain and illustrate the guidance.  The presentation at FISA-2003 will outline the results of the case studies, and a workshop will give further details of the CEMSIS results as well as looking forward to the potential for building on this and related work.

2 Introduction

In the past, SIS were specially developed for the nuclear industry in a particular country. These systems would often be implemented using simple analogue, relay or discrete logic technologies that were relatively easy to analyse and justify. In addition SIS tended to be developed to comply with the requirements of a single national regulatory body. This situation has changed dramatically, SIS are now becoming heavily reliant on computer-based systems. The current control system market is subject to increasing globalisation. These issues pose considerable additional problems in the justification and regulatory approval of SIS refurbishments for nuclear plants in Member States.

The specific technical objectives of CEMSIS are to:

· develop a safety justification framework for the refurbishment of SIS that is acceptable to different stakeholders (licensing bodies, utilities) within the Member States

· develop approaches for establishing the safety requirements for control system refurbishment and an associated engineering process
· develop justification approaches for widely used modern technologies, i.e. - COTS products and graphical specification languages
· evaluate these developments on realistic examples taken from actual projects
· disseminate the results of our work to plant operators and regulators within the EU

CEMSIS takes input from regulators on licensing issues and draws on existing experience of nuclear regulators within the EU on acceptable approaches. This experience is being fed into our justification framework. CEMSIS also draws on the experience of a wide range of “stakeholders” in the industry: operators, I&C suppliers, system integrators and software specialists to identify acceptable and economic approaches to refurbishment.  

The consortium partners have been selected to achieve good representation of all the “stakeholders” in the refurbishment process. Safety assessors and regulators are represented by AV Nuclear, Adelard and SKI (as a subcontractor); Nuclear plant operators are represented by British Energy, British Nuclear Fuels and Electricité de France; Suppliers and system integrators are represented by Framatome ANP and CarlBro; Software specialists are represented by TU Lund, as well as members of the other partner organisations.

Existing published standards and guidance are being taken into account (e.g. Ref. 1,2,3,4,5,6,9).  Some consortium members are involved in the standards process, and expect to feed back the CEMSIS results into their development and revision.
To focus the effort, the concepts are being applied to three industrial case studies (led by BNFL, Carl Bro, and EDF):

· Replacement of PDP11-based control software on nuclear fuel reprocessing plant

· Justification of typical safety claims for PWR protection system software in the context of the French Fundamental Safety Rule, and of UK licensing experience.

· Replacement of a safety monitoring system in a Swedish Nuclear plant 

The case studies will also help to refine the guidance produced, and a public domain refurbishment example is being developed to illustrate the application of the guidance. Evaluation has also been supported by liaison with other experts, including a Workshop held in Paris in October 2002. 

The project has kept close contacts with the Task Force on Licensing Safety Critical Software of the Nuclear Regulator Working Group (NRWG) of the DG for Energy and Transport, Directorate H Nuclear Safety and safeguards. The safety justification framework has been influential in the guidance being currently developed by the task force (see references [5], [6] for the reports already issued by this task force).

We have maintained some liaison within the PLEM (Plant Life Extension and Management) cluster, specifically with the BE-SECBS (Benchmark Exercise on Safety Evaluation of Computer Systems) project with whom we share a common participant in Framatome ANP.  We are collaborating with BE-SECBS in organising a public workshop in association with FISA-2003 in Luxembourg on November 13th.

The anticipated public domain deliverables will be ‘best practice’ guidance to assist the utilities, regulators and manufacturers in achieving cost and safety advantages. The partners will also disseminate to influential standards bodies.

3 Work programme 

The main innovative aspects of CEMSIS are in addressing the following key issues in the refurbishment of nuclear I&C systems:

· The harmonisation of safety justification approaches across Member States

· The definition of safety requirements for the replacement SIS

· The use of pre-developed software products in SIS, potentially even for Class A systems

The issues addressed in the main deliverables are outlined in more detail in the following sections. WP1 develops an innovative safety justification framework for the project. The core technical work packages on refurbishment requirements (WP2) and pre-developed software (WP3) are being developed in parallel.  A study of languages and tools (WP4), including graphical languages and modelling issues was made, but will not issue a separate public deliverable.  The interim results are being subjected to industrial evaluation in WP5 before being consolidated into final reports and a safety case support tool (ASCE) is being extended to support the CEMSIS framework.  Throughout the project there has been a dissemination and liaison task (WP6) that provides liaison to the wider community and runs workshops to focus and disseminate the public aspects of the results.  In addition there is a continually running management task (WP0) that covers both the internal work package management and the interface to the CEC.

The major information flows between the work package tasks is shown in Figure 1 below:

Figure 1: Information flow between work package tasks
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4 Main Achievements

The following subsections outline the achievements at this stage in the project development representing progress towards the achievement of the main project deliverables.

4.1 Overall Safety justification framework

The process of approving software-based equipment for executing safety critical functions is far from being trivial, and not yet properly and efficiently mastered by regulators, licensees and suppliers.  The review of licensing approaches (CEMSIS deliverable WP1-D1.1) clearly shows that except for procedures that formalise negotiations between licensee and licensor, no systematic method is defined or in use in CEMSIS member countries for demonstrating the safety of a software-based system.  

If a systematic and well-planned approach is not followed, licensing costs in resources and delays may outweigh the benefits expected from the upgrade or the modernisation. Great is then the temptation to reduce costs at the expense of safety.  

The WP1 deliverable is based on an overall framework approach for the assessment of SIS computer/software equipment, and proposes a method to help justify the safety and license efficiently the embedded software and hardware being replaced or upgraded.  

Two essential aims of the method are: 

· To deal with the specific aspects and difficulties raised by the validation of software,

· To take into account the specific conditions and challenges of up-grades and modernisation of NPP's SIS, which are mainly required by plant extensions and technology obsolescence.

by proposing a pragmatic framework to make a cost-effective justification of safety, that is:

· To elicit and to organize the variety of claims, sub-claims and disparate sources of evidence, and to allow for modularity and the integration of the results of previous subsystems' safety cases;

· To deal with the necessary models and representations of the system, and with their interpretations, at the plant, design and operation levels.

The framework can be viewed as a proposal for essential principles and a discipline that could be followed by the licensee and the regulator to establish the justification of the safety of the SIS.

There are several possibilities offered to a Regulator to approve the commissioning of a computer-based system important to safety.  He may condition his approval on the provision of evidence that a set of rules, laws, standards, design criteria, or even beliefs are complied with.  He may condition his approval on the success of a pre-defined method, such as the so-called “Three Leg” approach.  He may also condition his approval on the provision of evidence that certain specific residual risks are acceptable, that certain safety goals are attained or that certain safety properties are achieved.  Any combination of these approaches is also possible, of course.

This framework, however, gives preference to the latter approach and aims at providing a practical and convincing justification that certain safety properties are satisfied.  The approach is therefore goal- or claim- oriented and not rule-oriented.  The purpose of the framework is to organise arguments and evidence so as to justify specific claims – identified upfront - on the dependability of a system design.  The primary goal is not to demonstrate compliance of a system with a set of laws, rules or standards.  Rule or standard compliance is of course not excluded; but is felt to be more appropriately invoked as evidence to support a particular claim or subclaim, and not as a primary objective of the regulatory assessment.

A clear distinction must be made between what to demonstrate (the satisfaction of the dependability claims) and how to demonstrate (in terms of evidence and arguments).  Keeping this distinction in mind, practical experience, also supported by the formal approach discussed in [12], shows that a dependability claim and its supporting evidence can be organised in a multi-level structure.

This key observation - fundamental to our approach - is based on the fact that a claim for prevention or for mitigation of a hazard or of a threat at the application level necessarily is inferred from subclaims of one or more of three different types:  

· Subclaims that the functional and/or non-functional specifications of how the SIS has to deal with the hazard/threat are valid (sound, coherent, complete), 

· Subclaims that the SIS architecture and design correctly implement these specifications, 
· Subclaims that the specifications remain valid and correctly implemented in operation and through maintenance interventions. 
The supporting evidence for a dependability claim can therefore be organised along the same structure.  It can be decomposed into the evidence components necessary to support the various subclaims from which the dependability claim is inferred. 

Figure 2: Illustration of a typical Level 1 argument supported by evidence and subclaims.
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4.2 Requirements Capture for Refurbishment

The objective of this work package is to investigate methods for establishing the requirements for the refurbishment of control systems that are important to safety, and to develop an associated engineering process that adequately supports the definition of these requirements.

Capture of requirements is a crucial but difficult part of SIS refurbishment. The ‘requirements’ to be captured are safety, application and system requirements including those arising from interfaces. The task includes a review of existing requirements capture technologies to determine those that are best suited to refurbishment projects.

Existing techniques for requirements analysis are being reviewed against the scope of the nuclear systems and the particular requirements to interface to the systems engineering on the one hand, and the control system on the other. This includes both the recovery of requirements from available design documentation and the identification of new and missing requirements. 

Techniques for recovering existing requirements include formal or computer aided techniques for capturing requirements from existing design documentation. 

Additional requirements to be identified are those not already captured by the analysis of the existing design. These will be identified by a stakeholder viewpoint analysis, environment change analysis and other methods found during research.

In order for individuals working on a CEMSIS project to make an educated decision on what requirements engineering techniques to use, they need to have access to information concerning the advantages, disadvantages, efficiency, and effectiveness of the techniques listed. Since safety and cost effectiveness are of the utmost importance in a CEMSIS project, even the process of choosing requirements engineering technique must be efficient. For this reason a review of current requirements engineering techniques was carried out. The techniques were reviewed against a common template. An information collection exercise was undertaken, including sources such as: 

· Nuclear industry regarding relevant related projects

· Literature review: looking at forthcoming conferences, review past publications of relevant journals.

· University departments; centre for software reliability

· Suppliers for opinions and product details.

· Internet search

· Previous experience of the participants’ companies.

· Previous research experience including the REAIMS project

84 techniques were identified and were classified as follows:

· 39 Discovery/identification

· 33 Analysis

· 09 Definition

· 14 Validation

Some of the techniques could be used in more than one area of the requirement engineering lifecycle.

A questionnaire was also formulated in order to identify where common ground exists, “are we already using best practice?”

From the analysis of the questionnaire it could be seen that interviews and document data mining were the most common techniques used to re-discover requirements. Requirements analysis and negotiation were largely implemented by manual review and inspection, sometimes supported through checklists.

The second WP2 deliverable is “Requirements Process for Refurbishment: overall approach and rationale”.  This document describes the CEMSIS approach to Requirements Capture for Refurbishment.  It is a pre-cursor to the final deliverable: the Requirements Engineering For Refurbishment Best Practice Guide (D2.3).  It establishes the background and rationale for the Best Practice Guide and although the principles, activities and goals for the Best Practice Guide are laid in this document, they will be further operationalised in the deliverable D2.3, taking into account the experience of the project partners with the case studies.

The Requirements Capture for Refurbishment work package has three main components:

· a requirements engineering process

· a claim-based view

· a set of stakeholders or viewpoints

The requirements engineering process (Figure 3) describes the activities and aims of the phases of the requirements process for modernisation. Starting from the “classical” requirements engineering process, the process is modified and expanded in order to take into consideration the features of a modernisation project of a SIS. 

The claim-based viewpoint of Requirements Capture for Refurbishment describes the properties we would like to see the requirements and their specification possess and provides a clear link to the safety justification framework.

The set of stakeholders or viewpoints guide the activities of the requirements process, to increase the likelihood of achieving a complete requirements specification, where requirements are not left unspecified because some of the stakeholders were not consulted for the requirements identification.

The Best Practice Guide will reference the review document for applicable techniques based on the information presented from the literature survey, critical analysis, and validation during the CEMSIS case studies.

Figure 3: CEMSIS requirements process for modernisation
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4.3 Safety justification of SIS based on Off-The-Shelf Products (OTSP):

When dealing with this work package it was noted that the term "COTS" was defined in various ways and was also restrictive. For clarity reasons, WP3 uses the term "Off The Shelf Product" (OTSP) defined as follows: "Item which already exists and is available as a commercial or proprietary product". 
The objective of WP3 is to identify cost effective approaches and techniques to demonstrate that the software and the architectural design of OTSP and of OTSP-based I&C systems are suitable for implementing functions important to safety (i.e., safety functions and safety related functions).  Purely hardware issues (e.g., ageing, EMC, ability to survive in ambient and seismic conditions) are not addressed.

Considering that the same OTSP may be used in several different Systems Important for Safety (SIS), it is proposed that the overall justification strategy for OTSP-based SIS distinguishes two main phases:

· the pre-qualification of OTSP; this phase is not specific to any particular SIS and benefits all the SIS built with these products;

· the justification of complete and fully operational SIS.

The pre-qualification of OTSP may be decomposed in two activities: the functional assessment and the dependability assessment. 

For the cost effectiveness of the functional assessment, it is useful to make a distinction between project-independent and project-specific activities. Furthermore, the functional assessment for a given category of products may be prepared independently of any specific product, and then concretely adapted and applied to targeted products. This reflection leads to the definition of four tasks that are summarised in Table 1. 

Table 1: The four tasks of functional assessment


PRODUCT INDEPENDENT


PRODUCT DEPENDENT

PROJECT INDEPENDENT


Task 1: Functional modelling, for each main category of products
Task 2: Functional description of candidate OTS products

PROJECT SPECIFIC


Task 3: Specification of user requirements for each category of products 
Task 4: Matching of OTS products with corresponding user requirements specifications

In the first task, a generic functional model for each main category of OTSP is defined. Its goal is to answer as exhaustively and accurately as possible the following question: “What are the functions and services that are generally expected from this category of products?” 

The objective of the second task is to provide a suitable description of the features of the OTSP that are considered for future projects. This description, for a given product or category of products, is organised according to the corresponding functional model established in the first task. 

The third task formalises the user requirements of a specific project regarding each category of OTSP.  These requirements are also organised according to the corresponding functional model. 

Finally, the last task compares the results of the two preceding tasks, so as to decide, for a given project, which product better fits the specified user requirements for a given category, possibly with specific conditions.

Beside the functional assessment of OTSP, the justification of SIS rests also on the dependability of the OTSP it contains. The objective of the dependability assessment of an OTSP is to guarantee and provide evidence that this OTSP is and behaves as documented, and complies with the applicable regulatory requirements. Since the variability of these OTSP is very high, different approaches may be needed for a cost-effective assessment of their dependability. WP3 developed a taxonomy to provide a framework for the definition of technical approaches for dependability assessments.

The taxonomy proposed takes into account the key characteristics of the product such as:

· the safety class of the system(s) in which the product will be used; safety class A or B as defined by IEC 61226; 

· the functional complexity of the product, e.g. high for an I&C platform, medium for communication devices, low for smart sensors;

· the availability of information regarding the development of the product, e.g. the OTSP may be considered as a black box, a grey box or a white box;

· the availability of information regarding experience in operation.

From this taxonomy, WP3 identifies 4 strategies of dependability assessment that are considered appropriate for different combinations of these characteristics, as indicated in Table 2:

Table 2 : Taxonomy and strategies for dependability assessments


White–box Without Experience in Operation
White-box + Experience in Operation
Grey-box Without Experience in Operation
Grey-box + Experience in Operation
Black-box + Experience in Operation
Black-box Without Experience in Operation

Class A – High complexity
A – WB





Class A – Med. complexity






Class A – Low complexity
A – WB / A – BB

A – BB


Class B – High complexity
B – GB



Class B – Med. complexity
B – GB / B – BB
B – BB


Class B – Low complexity

B – BB

· Strategy A - WB that is a white-box approach for OTSP intended for class A SIS. It is based on the systematic analysis of detailed development information, and on white and black-box testing. Experience in operation, when available, is a complementary means. For products of high or medium functional complexity intended for class A SIS, only this approach gives an appropriate confidence.

· Strategy A - BB that is a black-box approach for OTSP intended for class A SIS. It is based on intensive black-box testing, on large experience in operation, and on recommendations for use so as to mitigate possible failures. The analysis of development information, when available, is a complementary means.

· Strategy B - GB that is a grey-box approach for OTSP intended for class B SIS. It is based on a combination of analysis of available development information, and grey and black-box testing. Experience in operation, when available, is a complementary means.

· Strategy B - BB that is a black-box approach for OTSP intended for class B SIS. It is essentially based on intensive black-box testing. The analysis of development information and of experience in operation, when available, is a complementary means.

Whereas the strategies identified provide recommendations on the adequate means to assess the dependability of OTSP, the objectives of dependability assessment remain to be defined. The current practice to justify the dependability of systems is to assess the compliance of systems to rules or standards.  One issue of this practice is that it does not consider the particular features of systems, so that systems are evaluated in a similar way without taking into account their specific features.  Consequently, this practice may require some unnecessary efforts and lead to cost overruns.  Moreover, does a given system’s compliance to generic rules strictly demonstrate safety? 

To address this issue, WP3 proposes to identify the properties that are essential to safety so that evidence that these properties are satisfied can be provided.  Regarding SIS safety, the meta-property may be defined as the adequacy of the SIS over its lifetime to satisfy the real safety needs. This meta-property may be decomposed into properties and sub-properties, out of which the first level is composed of the following properties:

· the characterisation of the SIS (including its description), so as to know with precision the system we are dealing with;

· the functional adequacy of the SIS to the real safety needs, so as to guarantee that the SIS fits in its complex environment where it interacts;

· the correctness of the SIS with respect to its description, so as to ensure that the SIS is and behaves as specified in its description;

· the robustness of the SIS with respect to postulated internal and external non-nominal conditions, so as to guarantee a predictable behaviour of the SIS even in non-nominal conditions and that safety is not jeopardised;

· the maintenance of the adequacy to safety during the lifetime of the SIS.

Regarding the safety properties of SIS, WP3 considers that the justification of three of these properties may be facilitated by a pre-qualification of the OTSP, namely: the characterisation, the correctness and the robustness. WP3 deduces then the properties of OTSP that can contribute to their justification.

To demonstrate the safety properties, WP3 fits the claim-argumentation-evidence approach proposed in WP1 where each claim made regarding the dependability of the SIS is supported by a structured argumentation.  On this topic, WP3 addresses the type of demonstration that can be adopted to provide evidence and their credibility elements associated and provide recommendations for the dependability assessment of OTS products. These recommendations are given for the safety properties for each of the four items of the dependability taxonomy proposed on the basis of the safety lifecycles and in terms of types of demonstration.

The final stage of WP3 addresses the overall justification of OTSP-based SIS.  On this topic, WP3 brings in a discussion on the assessment of SIS dependability through two main aspects:

· the dependability assessment of OTSP that takes into account the design and architecture elements of the SIS in which they are contained;

· the assessment that SIS are correctly protected against the common cause failures (CCF).

4.4 Application and Evaluation

Case studies have been undertaken to evaluate the results of the initial guidance documents on realistic examples taken from actual projects.

The safety justification framework, requirements capture good practice guide and safety case approach for pre-existing software based systems are being applied to three real examples taken from current or planned refurbishments from UK, Swedish and French plant. 

BNFL is leading case study WP5.2, which is split into 4 stages as follows

Stage 1 – Regulatory Justification: This stage runs concurrently with stages 2 through 4, in effect providing a parallel path of regulatory activities, working to the guidance provided by WP1. This stage is of key importance to BNFL. We intend to use this stage to ascertain whether the guidance provided by WP1 is acceptable to the UK regulator.

Stage 2 – Requirements Capture: The second stage will use the recommendations from WP2 to capture the requirements for the system. As the Case Study is based on a recently refurbished system, engineered using conventional methods, a good set of base requirements, and the personnel involved were available. However, the case study also considers the more realistic position, where information or personnel are unavailable.

Stage 3 – Specification: The specification stage uses the guidance provided by WP4 to prepare a suitable set of specifications for the implementation stage. The case study will consider how appropriate the information delivered by stage 2 is, with respect to the tools and techniques recommended by WP4. Where appropriate, recommendations will be made to improve the link between these two key stages.

Stage 4 – Implementation using COTS: The ABB AC800 is used to study implementation. This product has been specifically developed for safety related applications and will be certified for use with IEC 61508 compliant solutions.  It is the aim of this case study to cover a complete development lifecycle, to ensure maximum benefit can be realised from this project by all parties.  The objectives of this stage are to test the suitability of the specifications delivered by WP3 against a typical BNFL application, and to assess the process of COTS product use as part of an overall solution.

EDF is leading case study WP5.3.  So as to use the CEMSIS resources to evaluate the guidance provided in the most effective way, WP5.3 focuses on the application of the approach proposed by WP3 to the pre-qualification of the Teleperm XS of Framatome ANP. It considers:

· The most critical requirements of the French Fundamental Safety Rule II.4.1.a regarding the software of safety classified electrical systems, and the corresponding acceptable practices.

· The British practice in the safety justification of software-based systems.  Current UK guidelines were reviewed and restructured using the WP1 framework, and the evidence available in support of Teleperm XS for a particular issue, that of timing, is being developed into an outline safety justification.

Carl Bro is leading case study WP5.4, which concentrates on the Plant’s (Utility’s) approach to the total modernisation of SIS.  WP5.4 covers the following four areas:

· Analysis / review of the most suitable safety justification for the systems selected according to the formulations of WP1.1. 

· Requirements analysis/recovery technique of WP2.1 and WP2.2 applied to the systems selected.

· Definition of WP3’s COTS requirements applicable to the systems selected.

· Recommendation on the graphical languages applicable to the systems selected. Identification of the practical problems encountered by the application of the general graphical representations to the particular requirements of the I&C suppliers.

The modernised safety related system was selected as Oskarshamn block O1, safety system s354 – SCRAM.

4.5 Public Domain Example Illustrative Study

This study applies the CEMSIS guidance to a public domain modernisation example that can be freely disseminated outside the CEMSIS project. The objective of the work package is to illustrate the application of the guidance to a specific SIS replacement example and also incorporate the lessons learned in the other case studies (where some results must remain confidential). The example chosen is a nuclear material handling system (which has been given the acronym MHS).  The operating environment of the MHS is shown in the figure below.

Figure 4: Materials Handling System
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The SIS to be replaced controls the carousel within the transporter and the hoist within the materials handling unit, as shown in the figure below.

Figure 5: MHS Carousel and Hoist
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The MHS is a simplified version of an actual power plant materials handling system and is typical of systems found in many nuclear installations.  Some details have been altered in order to illustrate the lessons learned from the other case studies. 

The Public Domain Example deliverable introduces the CEMSIS guidance documents. It also describes the overall modernisation process and then shows how the guidance can be applied to the MHS example. The evolution of the MHS SIS safety requirements, safety justification and SIS implementation are illustrated within this overall process. 
5 Conclusions and Benefits 

We consider that the project will meet its goals and the results will be of practical benefit to the nuclear industry.  The results will be in the form of guidance documents illustrated by realistic examples that can be easily related to practical refurbishment situations.  The key audiences for the CEMSIS results are:

· I&C engineers with responsibility for developing and implementing refurbishment projects

· Managers of these projects wishing to understand the issues and solutions

· Product development managers within the supply industry wishing to understand how to orient their product to the nuclear market through a better understanding of utility and regulator requirements

· Development engineers within the supply industry wishing to understand the technical approach in the utilities

· Small and medium size enterprises (SMEs) and other service companies wishing to participate in the refurbishment market

· Regulators, safety software assessors and policy makers wishing to develop an approach to licensing computer based systems important to safety, including systems which make use of off-the-shelf components
The project public deliverables will be available around the end of 2003:

D1.2
Final safety justification framework.

D2.3
Requirements engineering good practice guide for refurbishment

D3.4
Assessment and analysis guidelines for COTS-based systems important to safety 

D5.5
Summary report on case studies

D5.6
Public domain case study

D6.2.2
Open Workshop Presentation – at FISA-3003 on 13 November

Further details will be given at the post FISA workshop on 13 November, where options for further development of CEMSIS and related themes will be addressed.  A project public web-site can be visited at www.cemsis.org. 
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