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1 Summary 

CEMSIS is a 36-month cost-shared contract that started on 1 January 2001.  This paper outlines the objectives and strategy of CEMSIS, and summarises the progress so far.

There are many nuclear power installations within the EU which require maintenance and modernisation. These installations contain many I&C systems that are regarded as “systems important to safety” (SIS), i.e.:

· safety systems: systems in the highest safety class, e.g., a protection system

· safety-related systems: systems in lower safety classes, e.g., a control system

The CEMSIS project seeks to maximise safety and minimise costs by developing common approaches within the EU to the development and approval of SIS refurbishments that use modern commercial technology. 

The main results at this stage of the project are the completion of a survey into the project members’ experience in licensing I&C SIS in different EU states, and the issue of the first deliverable describing the qualification strategy and taxonomy for ‘Commercial Off-The Shelf’ (COTS) or ‘pre-existing’ products.

2 Introduction

In the past, SIS were specially developed for the nuclear industry in a particular country. These systems would often be implemented using simple analogue, relay or discrete logic technologies that were relatively easy to analyse and justify. In addition SIS tended to be developed to comply with the requirements of a single national regulatory body. This situation has changed dramatically, SIS are now becoming heavily reliant on computer-based systems. The current control system market is subject to increasing globalisation. These issues pose considerable additional problems in the justification and regulatory approval of SIS refurbishments for nuclear plants in Member States.

The specific technical objectives of CEMSIS are to:

1. develop a safety justification framework for the refurbishment of SIS that is acceptable to different stakeholders (licensing bodies, utilities) within the Member States

2. develop approaches for establishing the safety requirements for control system refurbishment and an associated engineering process
3. develop justification approaches for widely used modern technologies, i.e. - COTS products and graphical specification (e.g. logic diagram) languages
4. evaluate these developments on realistic examples taken from actual projects
5. disseminate the results of our work to plant operators and regulators within the EU

CEMSIS takes input from regulators on licensing issues and draws on existing experience of nuclear regulators within the EU on acceptable approaches. This experience is being fed into our justification framework. CEMSIS also draws on the experience of a wide range of “stakeholders” in the industry: operators, I&C suppliers, system integrators and software specialists to identify acceptable and economic approaches to refurbishment.  

The consortium partners have been selected to achieve good representation of the all the “stakeholders” in the refurbishment process. Regulators and safety assessors are represented by AV Nuclear, Adelard and SKI (as a subcontractor); Nuclear plant operators are represented by British Energy, British Nuclear Fuels and Electricité de France; Suppliers and system integrators are represented by Framatome ANP and Sycon International; Software specialists are represented by TU Lund, as well as members of the other partner organisations.

Existing published standards and guidance will be taken into account (e.g. Ref. 1,2,3,4,5,6,9).
To focus the effort the concepts will be applied to three industrial case studies (led by BNFL, Sycon, and EDF), the examples are subject to final selection but are likely to include:

· Replacement of PDP11-based control software on nuclear fuel reprocessing plant

· I&C replacement on a French PWR

· Replacement of a safety monitoring system in a Swedish Nuclear plant 

The case studies will also help to refine the guidance produced, and the public guidance handbooks will use a public domain refurbishment example to illustrate the application of the guidance. Evaluation will also be supported by liaison via an Open Workshop and an industrial interest group as the project progresses. We have initiated some liaison within the PLEM (Plant Life Extension and Management) cluster, specifically with the BE-SECBS (Benchmark Exercise on Safety Evaluation of Computer Systems) project. 

The anticipated public domain deliverables will be ‘best practice’ guidance to assist the utilities, regulators and manufacturers in achieving cost and safety advantages. The partners will also disseminate to influential standards bodies.

3 Work programme 

The main innovative aspects of CEMSIS are in addressing the following key issues in the refurbishment of nuclear I&C systems:

· The harmonisation of safety justification approaches across Member States

· The definition of safety requirements for the replacement SIS

· The use of COTS products in SIS, potentially even for Class A systems

· The use of graphical languages for safety-related applications

The Work Packages are described in detail in the following sections. WP1 develops the overall technical, market and regulatory context for the work. The three core technical work packages on refurbishment requirements (WP2), COTS (WP3) and graphical language (WP4) are developed in parallel. The results are then subject to a comprehensive industrial evaluation in WP5 before being consolidated into final reports and tools. Throughout the project there is a dissemination and liaison task (WP6) that initially provides liaison to the wider community and later runs a workshop to disseminate the public aspects of the results. In addition there is a continually running management task (WP0) that covers both the internal work package management and the interface to the CEC.

The major information flows between the work package tasks is shown in Figure 1 below:

Figure 1: Information flow between work package tasks
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4 Main Achievements

The following subsections describe the work planned in each work package and the progress towards the achievement of the work package goals.

4.1 Work Package 0 - Project management

In order to co-ordinate project activities and to interact with partners, it is important to establish a good project support infrastructure. The CEMSIS project management has:

· set up standard templates for technical reports, presentations and progress reports

· defined a standard document numbering and version control scheme

· defined common standards for electronic interchange of project documents 

· set up a special CEMSIS web site with private consortium pages containing project plan, meeting details, actions, and a repository of technical documents

· set up a cemsis mailing list service to ease information interchange between partners

· established a reporting system to maintain awareness of progress, resource used and potential problems

This infrastructure was implemented early in the project and is operating successfully.

4.2 Work Package 1 – Overall Safety justification framework

The objective of work package 1 is to develop an overall safety justification framework for SIS refurbishment and to define the regulatory context for the project.

There are currently different national approaches to the justification of computer based systems. In particular the differences arise from:

· differences in the approach at the system level and the different ways in which probabilistic approaches are integrated into the design

· differences in how the justification for computer based systems balances the requirements of standards, deterministic arguments and probabilistic approaches 
It is important to emphasise that the CEMSIS approach is to accept the differences in the overall systems engineering and reactor licensing approaches, and to build a framework that will allow the different approaches to be encoded and use made of commonalties. This WP does not seek to harmonise these approaches but to document them in a way that will enable a clear specification of what is required from the other Work Packages.

The framework will take into account the recommendations and the current work of the European Commission’s Nuclear Regulators Working Group (NRWG) on Requirements and Practices for the licensing of safety critical software for nuclear reactors (Ref.5).  A fundamental recommendation made by the NRWG is that “a safety plan be agreed upon at the beginning of a design of a safety critical computer based system between the licensor and the licensee”. This plan must identify “how the safety demonstration will be achieved, the types of evidence that will be used and how and when this evidence will be produced”.  

The objective of CEMSIS is to produce a framework that will assist the licensee and the licensor to design and implement such a safety plan.  In particular, the framework must be able to integrate the different types of evidence required by the common positions issued by the working group on the 18 different licensing issues they have identified.

The initial task was to make a review of the industrial practices/techniques adopted in the different partner countries to design and to license safety critical software.  A first objective is to identify where common positions do exist, and to analyse and draw conclusions from the differences.  A second objective is to ensure a realistic basis for the safety justification framework.

In order to make efficient use of the limited resources available in the project, it was agreed during the project preparation to focus the review on a set of specific especially difficult issues.  It was also agreed to collect information by means of a questionnaire addressing these issues.

The list of questions was selected on the basis of: 

· the ARMONIA report (Ref. 6) that was released in November 2000, and on the topics that were identified as being difficult issues open for further investigation by the expert group of this task force;

· the issues addressed by the different CEMSIS WP’s

The questions aim at identifying in these problematic areas the current applicable national regulator requirements and/or licensee/designer/supplier good practices for licensing SIS software in the different CEMSIS partners’ countries.

At the time of writing, all the project participants have completed responses to the questionnaire, and a synthesis of these responses is complete. The synthesis identifies the main trends of the responses, of the consensus that have been identified, and of the problem areas that require further investigation.  The conclusions relate these problem areas to the work packages and the tasks of CEMSIS.

4.3 Work Package 2 – Requirements Capture for Refurbishment

The objective of this work package is to investigate methods for establishing the requirements for the refurbishment of control systems that are important to safety, and to develop an associated engineering process that adequately supports the definition of these requirements.

Capture of requirements is a crucial but difficult part of SIS refurbishment. The ‘requirements’ to be captured are safety, application and system requirements including those arising from interfaces. The task includes a review of existing requirements capture technologies to determine those that are best suited to refurbishment projects.

Existing techniques for requirements analysis are being reviewed against the scope of the nuclear systems. This includes both the recovery of requirements from available design documentation and the identification new and missing requirements. 

Techniques for recovering existing requirements include formal or computer aided techniques for capturing requirements from existing design documentation. An example of reverse engineering is the analysis of ladder logic diagrams for discrete relay based systems that may need to be replaced by computer based equivalents.

Additional requirements to be identified are those not already captured by the analysis of the existing design. These will be identified by a stakeholder viewpoint analysis, environment change analysis and other methods found during research. A stakeholder viewpoint/needs analysis will be performed by interviews/questionnaire etc with the stakeholders (operations, maintenance, regulators etc) and manual analysis of any relevant documents and publications. The environment change analysis will look at the environment in which the control systems resides, for example new regulatory requirements, new interfaces to plant and operators and new technologies. This will be a change analysis and will look at the differences between the environment that existed when the original control system was designed and implemented, and the equivalent environment that exists today.

At the time of writing, an information collection exercise has been undertaken, including sources such as: 

· Nuclear industry regarding relevant related projects

· Literature review: looking at forthcoming conferences, review past publications of relevant journals.

· University departments; centre for software reliability

· Suppliers for opinions and product details.

· Internet search

· Previous experience of the participants’ companies.

· Previous research experience including the REAIMS project

A framework for Requirements Capture for Refurbishment work package has been identified, with three main components:

· a requirements engineering lifecycle

· a set of stakeholders or viewpoints

· a taxonomy of projects

The requirements engineering lifecycle is first developed in the context of a safety lifecycle and Plant Modification Proposal (PMP).

From these we develop a goal-based viewpoint of Requirements Capture for Refurbishment and a detailed process captured in a number of Stakeholder Information Flow Models (SIFM). Broadly speaking the goal-based view describes the properties we would like to see of the requirements, and the SIFM the detailed process of the how these might be achieved. These both support the evolving good practice guide that provides the overall framework and detailed guidance on the approach.

This requirements engineering lifecycle has the following phases, supported throughout by Requirements Management:

· Requirements discovery and base lining

· Requirements analysis

· Requirements definition

· Requirements validation

Figure 2: Phases of the Requirements Engineering Lifecycle
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A stakeholder is anyone whose work will be affected by the product. It includes people that use the product, that build the product, and whose knowledge is needed to build the product. Examples of stakeholders include users, sponsor, testers, business analysts, technology experts, system designers, legal experts, marketing experts and domain experts. 

For each stakeholder it is necessary to identify:

· Stakeholder identification (e.g. role/job title, person name, organisation name).

· Knowledge needed by the project.

· Degree of influence for that stakeholder/knowledge combination.

In developing a taxonomy of projects a number of aspects have been identified that determine the technical approach, the complexity of the process and the extent and depth of the assurance activities for the requirements engineering.

· Criticality

· Timeliness

· Size of code

· Novelty

· Distribution

· Extent of reuse of requirements

· Provenance of existing system information

· Availability of expertise

· Cost

· Licensing approach

· Timescales and other project stress factors

These could form the basis for deriving a number of levels of refurbishment, which would correspond to different requirements processes. The levels of refurbishment will be related to the PMP.

A survey is underway of project participants’ experiences in requirements specification.

4.4 Work Package 3 – Justification of COTS-based systems

The objective of WP3 is to identify cost effective approaches and techniques to demonstrate that the software and the architectural design of Commercial Off The Shelf (COTS) products and of COTS-based I&C systems are suitable for implementing functions important to safety (i.e., safety functions and safety related functions). Purely hardware issues (e.g., ageing, EMC, ability to survive to ambient and seismic conditions) are not addressed.

In developing this issue for CEMSIS, it was noted that the term “COTS” has many different definitions and might be understood in a restrictive manner.  It has been replaced by the term “pre-existing”, which is clearer and more general. IEC 60880-2 (Ref.11) defines “pre-existing software” as “software which already exists, is available as commercial or proprietary product and is being considered for use in a computer-based system”.  Safety justification of pre-existing software is the subject of active research in member states (e.g. Ref. 7,8,10).
Considering that the same pre-existing products may be used in several different I&C systems, it is proposed that the overall justification strategy for COTS-based I&C systems distinguishes two main phases:

· the assessment of pre-existing products: this phase is not specific to any particular I&C system and benefits all the I&C systems built with these products;

· the justification of complete and fully operational I&C systems.

It is also recognised that a one-fits-all solution is unlikely to be very cost effective. Thus, WP3 is divided into four main tasks:

· WP3.1 has developed an assessment-oriented taxonomy of pre-existing products and of COTS-based I&C systems. The subsequent results of WP3 will be built on this taxonomy.

· WP3.2 focuses on the pre-qualification of pre-existing products. This pre-qualification distinguishes two main parts: a functional assessment, and a dependability assessment.

· WP3.3 focuses on the COTS aspects of the qualification of COTS-based I&C systems; in particular, it addresses the matching of pre-existing candidates with system requirements.

· WP3.4 integrates the preceding results and proposes guidelines for a cost effective design and qualification of COTS-based I&C systems important to safety.

At the time of writing, a taxonomy has been developed for the dependability assessment of the pre-existing products used in I&C systems important for the safety of nuclear installations. The qualification of an I&C system important to safety rests notably on the dependability of the pre-existing products it contains. The objective of the dependability assessment of a pre-existing product is to guarantee and provide evidence that this product is and behaves as documented, and complies with the applicable regulatory requirements. Since the variability of these products is very high, different approaches may be needed for a cost-effective assessment of their dependability. The objective of this taxonomy is to provide a framework for the definition of technical approaches for dependability assessments.

A cost effective dependability assessment of a pre-existing product must usually take into account the key characteristics of the product. For this work package, the following have been identified:

· the safety class of the system(s) in which the product will be used; 

· the functional complexity of the product;

· the availability of information regarding the development of the product;

· the availability of information regarding experience in operation.

The safety class of an I&C system reflects its importance with respect to safety.  This document considers the first two safety classes of I&C systems defined by IEC 61226: 

· systems of safety class A play a principal role in the achievement or maintenance of safety; the highest levels of dependability and understanding are required of these systems;

· systems of safety class B play a complementary role in the achievement or maintenance of safety; because class A systems provide the ultimate prevention or mitigation, the safety requirements for class B systems need not be as high as those for class A systems. 

The functional complexity of an item measures the difficulty of guaranteeing that all possible uses of the item have been covered. E.g., it depends notably on: 

· the number of independent functions provided by the item;

· the number and on the range of the parameters accepted by the item;

· the level of programming accepted by the item;

· the number of external factors which influence the functioning of the item.

Thus, a programmable logic controller (PLC), which can be programmed to support a wide variety of applications, is usually considered as functionally more complex than a dedicated non programmable sensor.  Three levels of functional complexity are considered:

· high functional complexity (e.g., PLCs);

· medium functional complexity (e.g., communication interfaces);

· low functional complexity (e.g., dedicated devices).

The dependability assessment of an item (and of a pre-existing product in particular) usually benefits from the availability of development information. However, this information is not always available or accessible for pre-existing products. The supplier of the product may want to protect his know-how, or may not consider the safety application sufficiently important to make it available. It may also be difficult to analyse by those who are not expert in the technologies. Three levels of availability of development information are considered:

· for a white-box product, detailed information is available and accessible regarding the main development phases of the product; 

· for a grey-box product, some information is available and accessible regarding some development phases of the product;

· for a black-box product, no or very little development information is available.

Experience in operation may provide valuable information for the dependability assessment of a pre-existing product, provided that this information is credible and sufficiently precise. E.g., the assessor must be sure that:

· the information relates to the product being assessed (not another product or another version of the product);

· relevant facts in the experience taken into consideration are detected and reported;

· the conditions of use of the product during the experience taken into consideration are comparable or more severe than those in the target system.

In this document, two levels of availability of information on experience in operation are considered.

Not all combinations of characteristics are likely to be acceptable.  Table 1 indicates the combinations that will be considered in the framework of CEMSIS. Dark cells indicate combinations that are not considered. These combinations are not necessarily forbidden, but if they occur, they will most likely require a case by case approach. 

Table 1 : Taxonomy and strategies for dependability assessments


White–box Without Experience in Operation
White-box + Experience in Operation
Grey-box Without Experience in Operation
Grey-box + Experience in Operation
Black-box + Experience in Operation
Black-box Without Experience in Operation

Class A – High complexity
AW





Class A – Med. complexity






Class A – Low complexity
AW / AB

AB


Class B – High complexity
BG



Class B – Med. complexity
BG / BB
BB


Class B – Low complexity

BB

Strategy AW is a white-box approach for pre-existing products intended for class A systems. It is based on the systematic analysis of detailed development information, and on white and black-box testing. Experience in operation, when available, is a complementary means. For products of high or medium functional complexity intended for class A systems, only this approach gives an appropriate confidence. 

Strategy AB is a black-box approach for pre-existing products intended for class A systems. It is based on intensive black-box testing, on large experience in operation, and on recommendations for use so as to mitigate possible failures. The analysis of development information, when available, is a complementary means.

Strategy BG is a grey-box approach for pre-existing products intended for class B systems. It is based on a combination of analysis of available development information, and grey and black-box testing. Experience in operation, when available, is a complementary means.

Strategy BB is a black-box approach for pre-existing products intended for class B systems. It is essentially based on intensive black-box testing. The analysis of development information and of experience in operation, when available, is a complementary means.

4.5 Work Package 4 – Justification of Graphical Languages

The objective of this work package is to develop justification approaches for graphical specification languages.

Graphical languages (GL) offer a potentially good interface between the plant specialist, the I&C engineer and the software developer. To justify the applicability and reliability of such languages, we have to consider the following aspects:

· The justification of the graphical specification, i.e. does it conform to intentions of the user, can it be easily and accurately comprehended by the user, and modelled to guarantee that the specified behaviour is safe?

· The availability and the justification of verification and validation techniques (that may include a formal check in the mathematical sense that prescribed safety properties hold). 
· The justification of the mechanisms for transfer of the graphically specified function into the underlying “engine”, i.e. the computer that executes the function. 

One of the main issues studied will be safety aspects of graphical specifications, which can be approached in the same way as safety properties of software. We shall refer normally to two aspects of graphical specification:

· Functional requirements specification of safety component defined through GL. 
E.g. “IF <<the following input values are fulfilled>> THEN <<close valve>>”. 
Here safety aspect are “hidden” in probabilities of: 
- error in formulation
- omissions in (completeness of) requirements
- misunderstanding (degree of clarity) of the formulation, 
- completeness of definition of environment (stated working conditions), etc…

· Safety integrity of GL, i.e. integrity of expression of the safety-related software function. A safety problem will arise here if the GL expresses the requirement in an unreliable way, i.e. including unknown inconsistency, ambiguities or conveying incorrect information even if GL is used correctly on the surface, and semantics and syntax rules are followed.
Integrity is particularly important if the GL representation is strictly formal and applied as a tool for formal verifications, for auto code generation, or for formal validations of the final products.

At the time of writing, WP4.1 is identifying GL characteristics in preparation for review and evaluation of available languages. One of the crucial issues to be addressed here will be the actual purpose of the graphical specification, in particular:

· Expression of the requirements of the SIS purchaser. Here interconnection issues should be specified, concerning the actual SIS specified and the process controlled / supervised, interfaces with other processes, redundancies, CMF problems, etc. 

· Graphical language as a high level programming language. It is increasingly common for all I&C suppliers that the actual code for control of SIS can be automatically generated from graphical program description (specification)

A matrix has been developed to identify evaluation criteria for general aspects of a GL. For each requirement / evaluation criterion the following items will be defined:

· Item reference

· Requirement / Criterion formulation.

· Proposal for assessment (how to assess conformance of the particular GL to the requirement defined)

· Degree of importance (Shall, Should, May, Can)

· References to literature, standards, etc.

This work package will finally result in two reports:

· WP4.1: Review and Evaluation of the Available Graphical Languages

· WP4.2: Safety Justification of Graphical Specification Languages

4.6 Work Package 5 – Application and Evaluation

The objective of this work package is to evaluate the results of WP1, 2, 3 and 4 on realistic examples taken from actual projects.

This Work Package will apply the requirements capture good practice guide, safety case support tools, safety case approach for COTS and graphical languages to three real examples taken from current or planned refurbishments from UK, Swedish and French plant. BNFL will lead the UK case study, EDF will lead the French case study and Sycon will lead the Swedish case study. The main stages are described below

The first step is to identify an appropriate set of case study examples. To assess the applicability of the concepts, these case studies need to cover:

· SIS at different safety levels

· SIS implementing different safety / safety-related functions

The case studies also need to cover the safety-relevant and cost-relevant aspects of SIS refurbishment:

· Identification of safety requirements (consistent with the overall justification framework)

· Evaluation of implementation options and alternative forms of evidence (via a project risk analysis) such as conventional control systems, dedicated “logic languages”, ASIC implementations, and specialized failsafe dynamic logic)

· Example arguments to justify claims that specific safety requirements are met for a given implementation option (e.g. the functional behaviour given when implementing the language using a logic language)   

The Case Study leaders have identified systems that will be used as the basis for the studies and at the time of writing the details of each study are being finalised.

4.7 Work Package 6 - Dissemination and Liaison

While the consortium (as described above) involves key regulator and utilities from Europe, there are other significant players that we would like to disseminate appropriate results of the work to and whose comments can provide valuable input to making the deliverables more generally acceptable.

Dissemination and liaison activities so far include:

· Liaison with the BE-SECBS project through exchange of project information including the WP1 questionnaire and CEMSIS glossary, and through Framatome ANP, which is a key partner common to both projects.

· Support, attend and present at FISA 2001 (this paper)

· Liaison with the European Commission’s Nuclear Regulators Experts Working Group (NRWG) on Requirements and Practices for the Licensing of Safety Critical Software for Nuclear Reactors, through AVN, which is a key participant in CEMSIS and the NRWG.
· Establishment of a consortium agreement defining the principles for communication of results outside the project

Other planned activities include:

· Hold an intermediate workshop to foster the liaison with the nuclear industry and other sectors. This may be a relatively small closed workshop in which we seek to inform and be informed by key players.

· Hold an open workshop on the emerging results of the project 

5 Conclusions and Benefits 

The project is currently at an early stage, but we consider that the project is on target to meet its goals and the results will be of practical benefit to the nuclear industry.  The results to be in the form of guidance documents illustrated by realistic examples that can be easily related to practical refurbishment situations.  The key audience for the CEMSIS results will be:

· Senior I&C engineers with responsibility for developing and implementing refurbishment projects

· Managers of these projects wishing to understand the issues and solutions

· Product development managers within the supply industry wishing to understand how to orient their product to the nuclear market through a better understanding of utility and regulator requirements

· Development engineers within the supply industry wishing to understand the technical approach in the utilities

· Small and medium size enterprises (SMEs) and other service companies wishing to participate in the refurbishment market

· Regulators and policy makers wishing to develop an approach to licensing COTS based systems

The project will have the following general impact on corporate strategy:

· Accelerate inter working between utilities

· Provides a clearer focus to supporting national R&D efforts

· Support the corporate approach to refurbishment and provide a technical underpinning for this work
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