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Glossary

The foll owing abbreviations will be used in the document.

CEMSIS Cost effedive Modernisation d Systems Important to Safety
EEPROM Electrically erasable programmable read only memory
EMC Electromagnetic compatibil ity

1&C Instrumentation and Control

MHS Materials Handling Systems

MTBF Mean time between failure

MTTR Mean timeto repair

oTS Off the shelf

OTSP Off the shelf product

PC Personal computer

PLC Programmable logic controller

SIS System Important the Safety

TUV Technischer Uberwadhungs Verein
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1. Overview

This document is one of a set of guidance documents produced in the EU-suppated project onthe “Cost

Eff ective Modernisation of Systems Important to Safety” (CEMSIS). This document aimsto provide a
practicd illustration o the application of use of the CEM SIS guidance for the replacement of 1& C systems
important to safety , giving examples of best pradice techniques and methods that can be gplied during the
lifegycle phases. The guidanceincludes the experience of the project partners onadual modernisation
projeds document and al so incorporates the experience gained in applying the guidance to the CEM SIS case
studies.

1.1 Introduction to the CEMSIS project

CEMSISisan EU supported project on the “Cost Eff ective Modernisation of Systems Important to Safety”

in the nuclear industry. There ae many nuclear power install ations within the EU which require maintenance
and modernisation. These installations contain | & C systems that are regarded as “ systems important to
safety” (S1S). In the past, SIS were specially developed for the nuclear industry in a particular country. These
systems would often be implemented using simple analogue, relay or discrete logic technologies that were
relatively essy to analyse and justify. In addition SIS tended to be devel oped to comply with the
requirements of asingle national regulatory body. This situation has changed dramatically, SIS are now
bewmming heavily reliant on computer-based systems. The current control system market is subjed to
increasing dobalisation. These isaues pose considerable additional problemsin the justification and
regulatory approval of SIS refurbishments for nuclear plants in the Member States.

The CEM SIS project seeks to maximise safety and minimise @sts by devel oping common approadies within

the EU to the development and approval of SIS refurbishments that use modern commercia technology. The

projed consortium comprised European nuclea utilities, SIS supdiers, regulators and safety spedalists. The

objective of the projed were to:

- Develop a safety judtification framework for the refurbishment of SIS that is acceptable to different
stakehalders (licensing bodes, utilities) within the Member States.

Develop approaches for establishing the safety regquirements for control system refurbishment together
with an associated engineaing process.

Develop justification approaches for widely used modern techndogies, i.e., COTS products and
graphical specification languages.

Evaluate these devel opments on realistic examples taken from adual projeds.
Dissminate the results of our work to plant operators and regulators within the EU.

This document is part of the dissemination process and applies the guidanceto a simplified, but realistic
nuclear materials handling control system. These systems are ommonin bah nuclear power production and
nuclear fuel reprocessing.

1.2 Intended Audience

This SIS refurbishment example shoud be relevant to the:

Utility Who hes to establish the st effectivenessof the SIS replacement, the requirements for the
SIS replacement, and justify the safety of the replacement.

SSsupplier  Who hasto supply the SIS and information required to justify the safety of the SIS.
Regulator Who hes to assess whether the safety justification d the refurbished system is acceptable.
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1.3 Scope of the document

This document is an illustration of the gplication dof the guidance developed in the CEM SIS project and
shoud beread in conjunction with the other CEM SIS guidance documents, namely:

[1] CEMSISDeliverable D1.2,2A Dependability Justification Framework for NPPDigital
Instrumentation and Control Systems?

[2] CEMSIS Deliverable D2.3, 2Requirements Engineering Best Practice Guide for Refurbishment.°

[3] CEMSIS Deliverable D3.4, 3Assessment and analysis guidelines for Off-The-Shelf Product-based
Systems Important for Safety.°

All public CEM SIS documents are available on the projea web site (http://www.cemsis.org/).

It shoud be noted that the CEM SIS documents do nd cover the entire modernisation lifegycle, but focus on
the early phases of the project and the safety justification of the SIS.

In the remainder of this document we will use this ymbd to indicate to the reader that
more detail will be provided in the other CEM SIS guidance documents.

1.4 Structure of the document

Sedion 2describes the modernisation processand the relationship of the CEM SIS guidanceto this process.
Sedion 3introduces the materials handling system (MHS) that will be used to illustrate the guidance.
Sedions 4 to 8illustrate the application of the guidance during the modernisation rocess and Sedion 9
summarises the main benefits of using this approach. Appendices A to C provide suppating material for the
application d the guidance to the materials handling example.

The remaining appendices cover more generic issues that suppdement the other CEM SIS guidance
documents. Appendices D and E compare the CEM SIS justification approach against existing methods,
Appendix F discusses the factors that aff ect the ast-eff ectiveness of modernisation projects.
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2. The modernisation process

The modernisation processisillustrated in the Figure 1 below:

Approval
Discuss/ Final
Regulator Agree @mnicﬁim and infoD Licensing
approval
‘\ /\r '/ mal
Nor
Safety operation and
Justification Safety Justification maintenance
-
Requirements ' n A
Document A L 4 | i
[N ! | ntrodudi
Accq.)ted SIS : i el adion ntroduction
Requl rements Validation & Site
Specification | | mmissioni
]
' sw
Supplier ~ " Qevelopmen
Tendered SIS —Wmﬁo Test and
Spedfication & Design Verification

Figure 1: Modernisation process and CEMS S gudance

Theringed pations of the process $iows the phases that are aldressed by the CEM SIS guidance, and the
overall process activities are described below.

The diagram shows the adivities undertaken by the three main @actors® in the modernisation process,
namely:

the utility
the suppier
the regulator

The detailed activities andinteractions between the actors vary in different Member States but the main
adivitiesthat can be undertaken in the modernisation rocess are:

Pre-qualification of COTS. This activity can be shared between several projects and helpsto
minimise project risks by identifying and evaluating suitable COTS prior to project initiation.

Project viability. The costs, benefits and feasibility of the proposed project are assessed to determine
whether the projed should be initiated.

User requirements. The user requirements for the replacement SIS are established by the utility. The
requirements for the existing SIS and the replacement SIS are captured and consoli dated, and form
the basis for tender by the 1& C supgier.

Tendering and regotiation. Tendered system design might nat fit the utility’ s requirements exactly
or may be too expensive. In addition, the supplier’ s tender typically includes more detail than the
original user requirements, so there culd be negotiations about alternative enhancements to the
utility’ s origina spedfication. Incompatibilitiesin the requirements may aso be identified by the
supdier. The negotiations could therefore result in a modified set of user requirements. These will be
used to develop more detailed requirements for the SIS and its componrent parts.

Implementation. The supplier develops the replacement system hardware and software.
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Test and verification. Thiswould namally be undertaken by the supplier as part of the development
processhbut, for more critical systems, additional test and verification might be performed by a
separate organisation.

Validation. Thisis undertaken jointly by the utility and the supgier. Typically thereis some form of
factory acceptance test where all user functional requirements are tested and the results are assessed
by the utility.

Installation andcommissioning. The SISisinstalled at the plant. This process could involve arepeat
of earlier functional tests together with additional tests on the integrity of the plant interfaces. Thisis
followed by progressive aonnection to the plant and commissoning tests up to full plant operation.

Acceptance andphased introduction. The acceptance mnditions could involve some $robationary
period® where the use of the SIS is restricted and the restrictions gradually removed if satisfactory
operationis observed.

Normal operation and maintenance. In this phase, the SIS has to be operated in accordance with
suitable operating procedures and the equipment has to be maintained to ensure that the SIS can
perform its sfety function.

Licensing activities. For the SIS to be licensed, the utility hasto produce asafety justification of the
replacament SIS for the regulator, and this sfety justification has to be acepted by the regulator.

The involvement of the regulator in the safety justification process tendsto vary in the different Member
States. The CEM SIS approach encourages a phased devel opment of the safety justificationin paralel with
the development of the SIS and involvement of the regulator during the development. This allows the main
safety justification arguments and evidence to be identified at an ealy stage (e.g. during the user
requirements and tendering stages). This information can be used to ensure that suitable safety justification
evidenceisidentified and made avail able by the SIS supgiers andit also makesit possible to gain early
feadbadk from the regulator on the acceptability of the safety justification. This phased development of the
safety justification should reduce the risk of licensing delays and econamic losses if the plant cannot operate.

3. The materials handling system (MHS)
3.1 Plant context
The materials handling system (MHS) SISis part of a processng system for radioactive material. Nuclear

material, stored in cans, is transferred between processing units by a materia transporter, as siown in
Figure 2 below.

Materials Materials
processng processng Etc.
unit unit
|
“Transfer port
Transporter

Figure 2: Materials Handling System

The material in the transporter is stored in individual verticad chambersin a shielded rotating assembly (the
acaousd©). The caousd can be mnneded via atransfer port to a processing unit and, orce onneded,




CEMSIS Rojed

Example application o CEMS Sguidance

radioactive material is either drawn into the carousel or discharged into the cnneded wnit using a manually

operated mechanical grab and hoist.

__________________

Hoist

Figure 3: MHS transfer post andcarousel
The carousdl isabuffer storeandisfilled by rotating the caousel and transferring the materia into

successive chambers until all the chambers arefilled. To conned with a different processing unit, the transfer

port is disconnected from one unit, then the transporter moves to a new unit andis reconneded viathe
transfer port, so the caousel can be enptied (and passibly refilled with material for the next location).

Clealy it isimportant that the crousel isonly rotated when it is safe to doso. Some plant hazards related to

the MHS are listed below:

Hazard

Conseguence

Rotation of carousel while hoist active

Rupture of container
Radioactive montamination within cell

Rotation of carousel past end-stops

Motor burn-out
Operational delay

Carousel chamber not aligned with transfer
port and oist operation all owed

Rupture/jamming of container during transfer
Radioactive mntamination within cell
of container on dowvn hoist

Movement of transporter while hoist active

Rupture of container

Radioactive contaminationwithin cell
Transfer port broken

External radiation le&k

Transfer port closed while hoist active

Rupture of container in transfer port
Radioactive contamination within cell

Transporter moves without undocking

Transfer port broken
External radiationle&k

Table 1:

To prevent these hazards, the MHS logic implements a set of interlocks that only allow carousel movement,

MHS gant hazards

docking, undaking, hast operation and transporter movement when the actionis sfe.

3.2 Legacy control system and interfaces

Thelegagy control system for the MHS has separate cntrol |ogic units and control panels for:

moving the transporter and locking the transporter

controlling the docking of the transfer port

controlling the carousel and aligning a chamber with the transfer port

-9-
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The haist is controll ed separately from the materials handling cell and the hoist statusis signalled to the
MHS transporter viathe transfer port when it is docked.

For simplicity, theillustrations used in this document will relate to only one of the MHS functions—the
carousal control function, which is described in more detail below.

3.2.1 Carousel logic functions

The carousel control logic comprises:

Interlock logic
—to disable carousd movement (if transfer isin progress)
—to disable hoist movement (if carousel is being rotated)

Control logic —to implement operator controls to move the carousel and aign the next chamber with
the transfer port

Indicaor logic

— current status of the carousel

— current status of the transfer port
3.2.2 Carousel control panel

The operator interface is shown below.

Transfer port

© ©

Docked Seded

Tube dignment

°99¢®

0109

left STOP right

Figure 4: MHS qerator control pardl

3.2.3 Carousel logic implementation

The original carousel control system was implemented using discrete logic. The main type of logic used in
the design is the Sum logic® unit. Thislogic sumstwo o more logic inputs and generates TRUE if the sum
exceeds a specified limit. By changing the limit setting of the Sum logic, it is possble to implement AND
gates, OR gates or more complex functionslike 2 out of 3 voters.

Two independent sets of relay-based safety interlocks are used to prevent incorrect operation. The interlocks
are also implemented within the antrol system.

Relays are used to interfacethe logic to the sensors and actuators. The type of relay (normally open o
normally closed) is chosen to ensure fail -safe behaviour. For example, if power islost to an interlock signal,

-10-
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the input state of the relay disables the movement of the caousel. The same gproad appliesto failures of
output relays.

Control system output signals are used to activate:
the leftward carousel drive motor
the rightward carousel drive motor
high spead drive mode
low speed drive mode
carouseal aignment positionindicators (T1 to T4)
transfer port status indicators

The carousdl rotation autputs control two separate carousel drive motors. Two other outputs sl ect fast and
slow movement —slow movement is used when a dhamber is close to alignment with the transfer port. It is
also passible to Ghand-wind® the carousel to corred alignment problems.

The carousel cannot rotate more than 330° so there ae end-stop sensors to detect when the carousel has
reached the end of travel (Ieft and right).

The inputs to the mntrol unit comprise:
Transfer port status sgnals (whether docked/undocked and seal ed/unseded).
Hoist status and interlocking signals (viadocking port).
Chamber ali gnment status (coarse and fine alignment for eadh tube).
Left and right end-stop sensors.
Hand wind mode.
Maintenance mode.
L eft and right movement pushbutton.
Emergency stop pushhbutton.

3.3 Operation and maintenance of the transporter

The transporter is subjected to periodic testing every few months. There ae procedures for periodic chedking
of the safety interlocks.

In operation, the transporter has to be docked viathe transfer port. Once mnnected, the transfer port is
unsealed and ance achamber is aligned with the transfer port, a mntainer of nuclea material can be
transferred with the hoist. The carousel isthen rotated until the next chamber is digned so that ancther
container can be transferred. This continues until all chambers are filled. The transfer port is then seded and
the transporter is disconreded from the processing unit. The transporter can then move to a new processing
unit, be recnnected and urloaded. Hencethe transporter has threemain operational modes:

Transporting
Docking
Handling

Carousel rotation and hoist operation is only alowed in the handling mode. Thisis enforced by only
switching onthe dectrical suppliesto the hoist and carousel drive motorsin handling mode.

Carousdl rotationis controlled by an operator using pushbuttons. Indicator lights show when the next
chamber is precisely aligned with the transfer port. Indicators also show when the transfer port is docked and

-11-
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whether it is seded. To correct carousel positioning problems, the carousel can be hand wouncP. Motor
drive operations from the mntrol panel are disabled while hand-winding takes place

4. Project viability phase

A key phase in the whale processis the viability study of a SIS replacement. In some caes, the company has
no choicein the replacement decision, e.g. it may beimposed by the regulator. However in the majority of
cases the company would have to make adecision whether the system shoud be replaced. Typically there
are budget restrictions, and some priority order is assigned to replacement projects.

The replacement decision hesto balancethe feasibility and cost of maintaining the existing system and the
costs and lenefits of areplacement. A major parameter in the cost would be project overruns beyondthe
planned plant outage time. This could be due to technical problems or licensing problems. Whileitis
difficult to assessthe risks accurately before tender, the risks of implementation and licensing delay may be
reduced by imposing constraints on the tendered system.

As described in the CEM SIS requirements guidance [ 2], this phase has to consider:

’\' = =

The purpose of the replacement. s‘ ‘
. . g ——

The advantages it provides.

Whether the advantages exceed the costs and effort involved in replacing the SIS.

An assesament of the project risks and feasibility of the replacement.

Asssanent of safety impli cations.

Whether the replacement is optional or inevitable.

Based onthese points, the stakeholders need to decide whether to go ahead with the project.
4.1 Project viability of MHS SIS replacement

In thisinstance, the motivation for replacing the MHS was impending obsol escence of the hardware and
increasing unreliability. Using the gproach outlined in [2], an assesament was performed that reviewed:

the current maintenance difficulties

the current operational performance

the cost benefit impli cations of a replacement system

the potential causes and costs of implementation overruns

specific constraints on the implementation of the replacement

Table 2 below summarises the results of the project viability stage.

System boundary MHS sensor, aduator and qperator interfaces

Scope Replacement of the control and interlock logic of the MHS (for
movement, docking, operations)

Stakeholders Plant safety department, 1& C department, Maintenance
department, Plant operations, regulator

-12-
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Reason(s) for replacement | Obsolete cmporents
Spares stock likely to be exhausted in 5years

Unreliability increasing, 1in 10 materials handling operations
delayed by >10 minutes (requires manual override)

Maintenance wst (24 haur): €180 000/year
Cost of production delays: €750/day

Cost of replacement Spec and tender: €85,000
Equipment: €75,000
System design: €120,000
Install ation: €75,000
Safety Case: €180,000
Maintenance (12 hour): €75,000/year
Excess outage ast: €15,000/day
Project risk(s) Implementation delay. Functional complexity of the MHS logic is

low - shoud be caable of implementationin any technology.

Licensing delay. Might be hard to demonstrate alequate safety
integrity if the safety interlocking is only implemented by a
replacanent programmable system. Programmable systems also
have to med new regulatory requirements.

Asssamnent The equipment must be replaced within 5yeas.
Y ealy savings $ould be around €240 000.
Replacement costs recovered in around 2yeas.

Licensing delay could be expensive: a 36 day production delay
could double the replacament costs.

Reocommend reducing licensing risk by either:

Retaining existing relay-based interlocks and replicaing the
safety interlocking function within the programmable
system.

Updating entire system using modern fail -safe discrete logic
comporents.

Dedsion Priority 1 (proceed immediately)

Replace MHS control logic and repli cate the safety interlocking.

Priority 2 (review yearly) Replace the external MHS safety
interlocks by an alternative system.

Functiond requirements Must replicate the existing MHS control logic functionality and
safety interlock logic.

Constraints The existing relay-based safety interlocks must be retained.

Programmabl e systems must demonstrate cmpliance with new
regul atory requirements.

Must be capable of installation and operationin the eisting
equipment bays on the transporter.

Replacement budyet: €600,000.

Table 2: Results of projed viability study
On the basis of this gudy, a project wasinitiated to procure areplacement for the MHS logic.

-13-
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5. MHS requirements

Oncethe replacament decision is made, it is necessary for the utility to prepare arequirements document for
tender. The requirements document has to include ay constraints identified in the projed viability stage,

eg.

preferred techndogies
preferred suppliers
regulatory requirements
budget constraints
safety constraints

plant constraints

However the bulk of the requirements are established in the user requirements phase. The
CEMSIS guidance outlined in [2] defines atwo-stage requirements cgpture process

1. Identify the requirementsfor the existing system, i.e. collect information about
the existing system and its environment and to establish the design basisfor the
current SIS.

2. ldentify potential new requirements, such as revised functionality, user interfaces, test suppat, etc.
The details of this process are outlined below, andill ustrated in relation to the MHS 3S.

5.1 Establishing the design basis (requirements before modernisation)
5.1.1 Identification of the design basis

Foll owing the processdescribed in [2], the data gathering process for the existing MHS system compri sed:

Assembling information about the existing system:

1. Establishing the existing safety claims for the logic from the plant safety
cese.

Obtaining the original | ogic drawings.

Obtaining design dacumentation.

Obtaining plant interface documentation.

Obtaining documentation onequipment and componrents.

aprwd

Assembling information about the system environment, including:
1. Plant descriptions and schematics.

2. Plant safety report.

3. Operator interface drawings.

4. Plant operating and maintenance modes.

5. Operating procedures.

6. Maintenance procedures.

7. Operational safety and problem reports.

Some example design basis documents are shown in Appendix A.

Strictly spe&king, a ¥lone®of the existing MHS logic should na need information about the system
environment because the required logic should be unchanged. In pradice however, knowledge of the
behaviour of external systems and support environment surrounding the MHS is helpful in urderstanding the
existing logic andin assessing the impad of proposed changes.

The MHS design basis documentation was then reviewed for consistency and currency, i.e. that:

al documents and drawings were up to date
the documents were internally consistent (crossreferencing, identification o inputs and autputs, etc.)

-14-
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the MHS logic drawings agreed with the logic wiring in the MHS control cabinets

the MHS safety functions were consistent with the plant safety requirements

the MHS safety function avail ability and integrity requirements were consistent with the plant safety
requirements

the design safety rules and principles were applicable

the MHS operating and maintenance procedures were omplete and consistent with actual practice

Any inconsistencies and problems were recorded and resolved. For example, the consistency of the MHS
logic drawings relative to the implemented logic on the plant was verified by:

chedks of the master drawings against locd maintenance mpies
chedks for consistency of the interconnections between drawings
chedks of the drawings against the actual plant connections

Two discrepanciesin the MHS design basis documents were detected duing this stage:

A simplified logic schematic diagram was used to show the interconrections between major
functions but omitted some of the interconrection details present in the more detail ed drawings.

One of thelocal maintenance apies contained a manual modification that had not been included on
the master drawings.

Both these inconsi stencies were resol ved as follows:

The schematic was updated to include a warning that some interconnections were not shown, and
with references to the relevant drawings.

A review was performed to determine why the dhange had been made and whether the manua change
shoud form part of the design basis. The difference between the master drawing and alocal
maintenance @py was corrected by incorporating the maintenance version changes in the master
drawing and issuing new copies of the master drawing.

The design basis document set was updated to reflect the revised versions of these drawings.

5.2 Analysis of design basis documents

The design basis documents have to be analysed to determine the operational, safety and maintenance
requirements of the aurrent system. Thisincludes:

the safety claims associated with the SIS logic

the definition of the SIS interfaces

the dependability requirements for the SIS

the functional behaviour of the SIS

the safety-related functionality of the SIS

any red time performance requirements

any known problems with the SIS

any existing constraints (physicd, environmental, etc.)

The analysis of the design basis documents are discussed in the sections bel ow.
5.2.1 Establishing safety claims for the logic
The plant safety report for the transporter made aclaim that the MHS safety interlocks preclude al i dentified

plant hazards due to MHS operations. The safe operating states for the MHS comporents are summarised
below:
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Hoist operation

MHS component State

Transporter Stationary AND Locked

Transfer port Docked with cell AND Open

Carousel Stationary AND Aligned with transfer port

Carousdl operation

MHS component State
Transporter Stationary AND Locked
Transfer port Docked with cell AND Open
Hoist Retracted

Carousel Within rotation limits

Docking / Undocking operation

MHS component State
Transporter Stationary AND Locked
Carousel Stationary

Hoist Retracted

Transport operation

MHS component State
Transfer port Undocked AND Seded
Carousel Stationary AND Locked
Hoist Retracted

5.2.2 Definition of the SIS interfaces

There should be documentation cefining the interfaces between the SIS and the plant. This ould not only
include the omnrections, but aso the behaviour of the interfaces.

In the case of the MHS there was afull inpu-output schedule, but it was important to capture the semantics
of the input interfaces. For example, the interfacesignals were often implemented by relays with a pair of
complementary inpus (i.e. one switch is closed and the other is open). The relays and switches can also have
3make before bre&k® or 3reak before make®behaviour. This determines whether the transient changeover
state i s @open-open® or &lose-close®or other similar combinations. Relays can also have adefault state of
gnormally open® or ghormally closed®, which determines the input state if interfacepower islost or the relay
fails. The following information was captured in the interface schedul e

Relay ref. input signa | default state Relay id. Plant parameter (when closed)
R123 a normally open RMK?24 Hoist retraced
R123 b normally closed RMK?24 Hoist not retracted

pair values).

Table 3; Extract for the MHS interface schedule

Restrictions on input interface restrict the range of behavioursin the logic and hence might be essential to
maintain safety. Knowledge of input constraints can aso affect the testing approach (i.e. the choice of input

The other aspect of the interface behaviour that is relevant to replacement is the changeover time of the
relays. With discrete logic, processing of changesis almost immediate, but for a ammputer-based solution
thereisafinite scan time. If the scan time is greaer than the dhangeover time, it ispossible to dbserve
dmposgbleCinput combinations (e.g. bah contacts being closed in the transient state on arelay where the
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transient state should be one open and ane closed). The aurrent logic might rely onthe 3mpassible® states
being absent to avoid glitches, but this assumption might not be valid for the new implementation. So we
also nedl to have aperformance specificaion for the interface comporents, as giown in the example table
below.

Relayid | Type Closetime Open time
(mill isec) (mill isec)
RMK24 Complementary pair 35 40
3reak before make®
RMK?25 Latching relay

Table 4: Examplerelay interface daracteristics

Also, to support reliability and safety assesanents of the overall system, information onfailure rates and
failure modes dhould be provided. These can either be based onmanufacturers data sheets or dired
experience on the plant.

5.2.3 SIS dependability requirements

Idedly a SIS shoud never fail, and certainly naot fail dangerously, so that the SIS satisfies the plant safety
condtions at al times. In pradice, equipment could be subject to unsafe failures, e.g. where an operationis
permitted in the wrong plant conditions.

The required dependability properties need to be specified. These might include:

probability of failure on cemand (for demand-based systems)
MTTF

avail ability

safe failure fradion (probability of a dangerous failure mode)

The nuclear materials plant had a quantitative safety case for the plant as whole, and this allowed a
guantitative probability of unsafe failure to be set, which was derived from top level risk target for the plant
aswhde. For the MHS 3S, adedsion had been made at the projed viability stage to retain the external
safety relays, andreplicate the control and interlock logic within the SIS. Internal implementation of the
interlock logic reducesthe likelihood that a demand wil | be placed onthe external safety relays. The
dependability targets for the replacement SIS in the MHS were set at:

10°fail ure per demand (interlock movement logic)
10* failures per hour (spurious actuation)
1 har MTTR (any failure)

Asthere are separate safety interlocks, the SISis classified as a ClassB control system under the IEC 61226
scheme [5]. In ather circumstances (e.g. where the external relays were becming obsolete), the replacanent
might have included the external relays  the target failure per demand might then have been set at 10 for
the protection logic andthe MHS SSwould have been classified as a ClassA system.

Integrity requirements can also be expressed in terms of qualitative design safety rules. The rules underlying
the design need to be captured. These may already be expressed in company design safety rules, by
consulting design dacumentation, or by consulting the original designers (if available).

The utility had a defined set of safety rules that included the following requirements:

Power failure should result in SIS outputs that maintain plant safety.
Inpu-output failures $ould result in SIS outputs that maintain plant safety.
No single failure shoud result in an ursafe control action.

These design safety rules have to be included in the requirements for the SIS that implemented the MHS
logic replacement.

K’
=
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5.2.4 Functional behaviour

Logic drawings might be the primary source of information for the required behaviour of thelogic. As
described in the CEM SIS requirements guidance[2], it isimportant that the documentation set is consistent,
correct and current, i.e. cover all theinstalled logic systems within the system boundary and is consistent
with the actual |ogic implementation. However it is also important to analyse design dacuments that have
appropriate level of detail. High-level drawings are likely to amit design detail and shoud be used to aid
understanding rather than for the elicitation of detail ed functional requirements. For the MHS, the official
drawings were al correctly filed and compl ete.

An example of thelegagy logic produced is hown in the figure below:
From

MCL — Fast / dow
?r?ét?;rjslecl)gic MCR —> movement
selector

Coarse  RI128 _-— ! ﬁ>— Al3

alignment R129 —_—3/—|_
inpus R130 —

_ 2 | 2\_ Al4
Fine R152 _— |
aignment  R153 ——— 13>
Inpus R154 — —

Figure 5: Example of existinglogic diagram

The logic gate sums the input voltage and generates a unit output voltage if the sum exceals the limit value
(3, 20r 1inthe example aove). The logic example processes the triply redundant alignment signals that
indicate that a dhamber is aligned with the transfer port. The function of the logic is to ensure the carousel
rotation is lowed before the chambers are fully aligned. Thisisto prevent overshoot, asthereisalot of
inertiain the carousel.

The behaviour of the existing logic has to be known in order to replicate it (or re-engineg it) in the
replacament system. To establish the design basis it was necessary to:

identify the comporents used to implement the existing logic
locate the supporting documentation for the cmporents that specifies their behaviour
verify their behaviour (e.g. are there any omissons or inaccuracies?)

This could have been problematic in the case of the MHS. The manufacturer of the logic comporents was no
longer in business and even if the company had been operational, there would have been noguarantee that it
would maintain documentation for obsolete comporents.

Fortunately afull set of documentation onthe commercial 1ogic modues had been archived at the plant site,
and it was possible to talk to 1& C engineas who had experience with the logic. Thisillustrates the need to
keep dacumentation on commercial comporents as part of the overall configuration management system for
safety-related equipment (not just system design constructed using the mmporents). The logic
documentation was incorporated into the requirements documentation, together with arepresentation of the
Sum gate in terms of more wnventional AND/OR logic.

Whilelogic diagrams are one means of expressing the functional behaviour, there may also be design
requirements documents where the functiondlity is expressed in dfferent terms (e.g. in natural language).

In the cae of the MHS, adesign dacument existed that included design requirement specifications such as:

-18-



CEMSIS Rojed Example application o CEMS Sguidance

1. When commanded via the operator pushbutton, rotate the carousel left (or
right) and stop when the next chamber is aligned with the transfer port.

2. When a chamber is close to alignment with the transfer port, the carousel
should rotate at its slow speed setting.

3. Operator indicator lights should indicate when:
a) one of the chambers is aligned with the transfer port (and stationary).
b) the transporter is docked via the transfer port to a processing unit.

c) the transfer port is open (unsealed).

These requirements have no dired impad on safety, as there is a separate interlock logic hardware that
prevents operationif the equipment isin the wrong state (e.g. hdst actionis prevented if the port and
chamber are not fully aligned). However reliable operation isimportant as failures place extra demands on
the safety logic, e.g. afalseindication might lead the operator to request an ursafe movement of the MHS.

5.2.5 Safety functionality of the SIS
The safety-related functions of the SIS shoud also be catured as part of the design basis document set. The

original logic diagrams are one means of defining the required safety behaviour of the SIS, bu there may
also be design dacuments that expressthe requirements textuall y.

In the case of the MHS, adesign dacument existed, which included the design requirement specification. An
extract of this document is shown below:

1. Carousel movement is only allowed if all the following conditions apply:
a) the transfer port is docked
b) the transfer port is open
¢) the transporter brakes are on
e) the hoist is fully retracted

2. Carousel rotation can be stopped at any time by pressing the emergency stop
button.

These safety requirements could have been inferred from the logic design, hut the intended functionality can
be obscured by extra complexity to satisfy integrity and avail ability requirements. An explicit set of safety
requirements also clarifies the purpose of the implemented logic and can be used to define acceptancetests.

5.2.6 Real-time performance
The existing design might have real-time performance taracteristics that are necessary for correct operation,
such as:

response time

maximum throughpu rate

The real-time performance requirements sould be determined if they are not fully documented in the
exigting documents (e.g. if they areimplicit in the logic design).

Inthe MHS, the caousdl has considerable inertia so the chamber ali gnment sensors are positioned to take
acount of the reaction time of the logic and stopping time of the caousel. The replacement logic should
have asimilar reaction time to ensure the chamber is correctly aligned when it stops.

The data gathering processfailed to identify any documentation of the required response time, so an
investigation was undertaken to derive that information. The reaction time of the existing logic
implementation was computed from the response times quoted in the logic gate manufacturer's gecification
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sheet. With a1 millisecond switching time per gate, the response of the logic circuitry was estimated to be 5
milli seconds.

Discussions with the plant designers suggested that the carousel stopping time was around 2seconds, and
that areactiontime aror of 0.1 seconds wastolerable for maintaining alignment.

5.2.7 Operational and maintenance requirements

The operational and mai ntenance procedures were identified and the set of operating
procedures are incorporated into the design basis documentation. The operating and
maintenance procedures $ould be dhedked for completenessand corredaness (e.g. by
consultations with operations and maintenance staff).

A full set of MHS operations and maintenance procedures were identified. Typical examples of maintenance
procedures are:

Maint. procedure ref Title

PR/MT/MHS/08 Carousel movement interlock tests
PR/MT/MHS/09 Hoist safety interlock tests
PR/MT/MHS/09 Docking system tests

Table 5: Example MHS maintenance procedures

These documents may neel to be updated when the MHS SSisreplaced. It may also bethe case that anew
tedhnology may not be so easily testable, so additional requirements for test suppart features may be needed
for the replacement system.

5.2.8 Outstanding issues with the current equipment

There may be documentation identifying performance and safety problems encountered in the existing
system. Thisinformation can be reviewed and used to update requirements in the replacement to overcome
the problems. The foll owing documents were reviewed to identify outstanding problems:

Operations reports.

Maintenance reports.
Engine&ing change requests.
Safety review recommendations.

Asaresult of thisanaysis a set of problem reports were identified as a basis for assssing whether any of
these isaues could be aldressed in the replacement system.

5.2.9 Physical constraints

Due to the limitations imposed by the mohil e transporter, significant physical constraints were identified
relating to:

avail able space
weight
power supplies

5.3 New requirements for the replacement system

While the data gathering and validation of the existing requirements (and design basis) ’
provides a solid basis for the existing system, it may not be sufficient for the

replacement system. In most cases, the replacement system differsfromthe oreit is

replacing and there ae new requirements that need to be taken into consideration. The

possible reasons for changes in the requirements for anew SIS are described in[2].

Below we describe the new requirements identified for the MHS 3S.
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5.3.1 New regulations

The company palicy had changed since the origina system was constructed. Programmabl e systems have to
compliant to IEC 61508SIL2 [6] for aClassB [5] safety function.

5.3.2 Assessment of outstanding issues with the existing system

Problems experienced with the eisting system can be analysed to help identify any additional requirements
for the replacement system. Documents identified in the data gathering process (seeSection 52.8) were
reviewed for outstanding issues. Experience was also captured by direct interviews with the operators and
maintainers of the system.

An example of aminor safety problem with the MHS is that there was no dsplay of the direction of
movement of the carousel. If the wrong buttonis pressed when the carousel is at the limit of rotation, it will
move towards the end-stop. Asthereisnoindication of direction (or warning), the operator is not aware of
the error and cannat rectify the situation by hitting the emergency stop and reversing direction. To address
this problem, there was an engineering change request to:

a) have an operator interface that displays the diredion of travel, or
b) prevent movement in the wrong directionif the operator hits the wrong button (and warn the
operator)

Thisrequest had previously been rejected by the plant modification review panel as the power and space
constraints made the addition of the new function infeasible. The request was reviewed again for the
replacanent system, and it was agreed to add a requirement for carousel direction dsplays onthe
replacanent SIS, asit would reduce operational errors and delays.

Other operationd problems might affect productivity rather than safety. An example of an operational
problem reported on the existing MHS is that avail ability is lower than planned because the interfacerelays
fail relatively frequently (but in a safe direction). This disables the MHS until it can be repaired. Such
failures reducethe amourt of material transported hence the maximum throughpu of the plant. Avail ability
might be improved if extra diagnaostic logic made use of redundant interface signalsto detect failure (e.g. by
comparing complementary pair inputs) and report it to the maintenance engineer. This option was reviewed
but rejeded, becaise manual positioning can be invoked in these drcumstances (under a defined procedure)
so little time would be gained by faster repair.

5.3.3 Maintenance changes

The company wanted to change the maintenance policy, e.g. reduce staffing, shift working and extend the
prodf test intervals. Such constraints have to be documented within the new requirements as they will affea
the assumptions underlying the reliability and avail ability calculations of the replacement SIS.

In the cae of the MHS, there was a policy change to kegy maintenance staff during the day only.
Consequently, the average repair time would increase to around 7 haurs, rather than the nomina 1 haur
repair assumption with 24 tour staffing. This has to be taken into account when specifying the MTBF to
ensure aleguate system avail abil ity is maintained.

In addition, an analysis of the maintenancetest procedure PRIMT/MHS/09 for the existing system showed
that a series of tests had to be performed ontheinterlock logic, as rown below.
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PR/MT/MHS/09

MHS Movement permissive interlock testing
Rev 4

21 March 2001

1. To configure the system for proof testing, follow procedure
PR/MT/MHS/01

2. Place a voltage probe on movement permissive terminal connector
TC/16/73

3. Energise all interlock input signals (TC/15/01 to TC/15/36)

4. Verify that the movement permissive signal (TC/16/73) is energised
5. De-energise TC/15/01 and verify that (TC/16/73) is de-energised

6. Energise TC/15/01 and verify (TC/16/73) is energised

7. Repeat for inputs TC/15/02 to TC/15/36

It can be seen that this procedure involves placing a probe on the final movement interlock output wire in the
MHS logic cubicle, and then simulating interlock signal inputs to check logic operation. For a cmmputer-
based replacement of the MHS logic, this particular 3probe®location would be inaccessble, asit would be
implemented in the software. To addressthis difficulty, a requirement was added—an additional output was
specified to display the computed movement interlock status. This enabled the aurrent test procedures to be
followed using the output display rather than atest probe mnnection (this change was sibsequently
incorporated into a new version the PR/MT/MHS09 mai ntenance procedure).

5.3.4 Operational changes

There were changes in the operating modes of the plant that had to be supparted within the replacement SIS:
the company is implementing bar-code |abelling of the materials containers throughout the plant. Previously,
information about which drumislocated in a given container was recrded manually on paper records. To
automate this process, there was an additional requirement onthe replacement system to read the bar code
and record which chamber holds a specific drum. This dhould reduce operator errors where the wrong drum
isdelivered to a cell and avoid the risk of putting two containers in the same chamber.

5.3.5 Installation and commissioning constraints

The design basis data gathering processwould have identified a number of physical constraints for the
replacanent SIS such as:

space
weight
temperature
power supplies

In additi on, requirements could be imposed by the transition from the legacy system to the new system, e.g.:
requirements for parallel operation d the legacy system and replacement system (together with
greder environmental constraints)
requirements on equipment delivery and installation times (e.g. to fit in with planned outages)

In the cae of the MHS, paralel operation wasimpaossble due to the physical constraints of the transporter.

The replacement had to be scheduled for a planned autage. It was therefore important that the transition was

implemented within the outage period of 40 days, and that the SIS replacement should be ready for
installation at the next planned autage.
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5.3.6 Safety justification requirements

Safety justificationis described in more detail in alater section, but it is desirable for the utility to identify
what aspects of the safety justification should be provided by the utility and which shoud be provided by the
supdier. Documentation needed to suppart the safety justification should be part of the supdy contrad. In
the case of the MHS, the utili ty was responsible for defining and validating the required safety behaviour,
and the supplier had to indicate what design features and devel opment processes would be used to ensure
that the supplied system could implement the required functionality.

In addition, since correct definition andinterpretation o the functional requirementsis esential to safety, the
tender requirements also included a continuing requirements validation activity. The control logic functions
was to be implemented by the supplier and evaluated by utility safety and control enginees prior to full
development. This all ows the functionality of the SISto be clarified at an early stage before dealing with
other implementationissues issues (such as interfaang to the plant, assuring fail-safety, timeliness etc.).

5.3.7 Integration of existing requirements with new requirements

The integration process combines the design basis information (the requirements

specification for the existing requirements) with the alditional requirements identified for
the replacament system. Thisis part of the analysis phase of the new requirements part of
the requirements engineering process As described in [2], this consolidation processwill:

Integrate existing requirements with new requirements.

Analyse the new and existing requirements for consistency and resolve any inconsi stencies detected.
Remove requirements of the old system that are not relevant for the new system.

Remove redundant requirements.

Vdidate the requirements.

Review of the technical feasibility of the new requirements.

o0k wWNE

Additionally, the requirements should be structured in a coherent format.

In the cae of the MHS 3 S specification, the following functional changes were made to the requirements:
1. Theobsoletelogic relating to the self-tests of the Sum logic hardware were removed.

Addition of an interlock logic status display (to aid testing).

Operator interface change to show carousel movement direction (to reduce operator error).

A maximum responrse time figure of 100 milliseconds was gecified.

a > w DN

Addition of a barcode tradking function to identify the drum that is located within a given chamber.

In addition, the control logic was re-spedfied in more conventional terms using AND/OR gates, updated to
incorporate the changes and validated. An extract from the revised logic specificationis $own below.

L8
L9
Direction
E;roén usd MCL OR indirector
motor logic MCR lights
AND | — A13
Coarse R128 _— NOT Fast / slow
ghgnment R129 — — —l_ movement
inpus R130 AND AND selector
L Al4
Fine R152 _—
alignment R153 —— | AND
inputs R154 —

Figure 6: Example of re-specified logic (including extra direction indicator signds
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A set of constraints were also specified:
1. Required environmental immunity levels (RFI, EMI, temperature, €ic) .
2. A requirement for IEC 61508SIL2 compliance [6] was included for the caousel logic.
3. Space weight and power limits (which were quite limited asit islocated ona mobile transporter).
4. Install ation and commisgoning time mnstraints.
The tender document was produced and included:
plant context information
plant interfacedetails
the SIS replacement requirements and constraints
evidencerequirements for the safety justification.

An example of the material included in the utility's equipment refurbishment requirements documentsis
givenin Appendix B.

6. The tendered system

The successful bidder tendered the foll owing system to implement the MHS SS. The unshaded boxes
represent the wmporents of the replacement system.

Separate
interlock
inputs *
Externa
Current e interlock
U MSPRGC 500 ;
MHS inputs sfety PLC logic
Carousdl position signals
. . Operator
Signa replicator »| display
[:;: lamps
Barcode
reader P PC ——»{ LCD
display

Figure 7: System design tendered by the supplier

A fail-safe PLC (dubbed the MicroSafe MSRGC 500 Safety PLC) replaces the existing discrete carousel
Sum logic hardware, and some of the output signals (showing which chamber is aligned with the transfer
port) are used as inpus to the bar-code reader. Bar-code datais not safety-related, so the functionis
implemented onalow integrity industrial radk-mourted PC. The signals from the MSPGC 500to the PC are
electrically isolated to prevent interferencewith the carousel control functions.

This design illustrates the recommendations in [3] where design of the system architecture limits the
consequences of failuresin COTS comporents (which in this example are the MSRGC 500 and the PC-based
bar code reader). In this architecture:

Failures of the MSRGC 500are covered by external safety relays.
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PC failures (both hardware and software) are prevented from propagating to the MSRGC 500 by a
one-way signal replicator.

The MSPGC 500was chosen because mnsiderable pre-qualification evidence eisted to

show that is suitable for the intended application (see[3] for more detail s). This helpsto =
reduce uncertaintiesin the feasibility of implementing the intended application. In the
pre-qualification, the MSRGC 500was subjected to an assessment appropriate to a Class

B safety system, and this pre-existing evidence can help to reducelicensing risk, and
reduce the st and eff ort needed to dbtain evidencefor the safety justification.

Asthe PC does not provide any safety functionsit is not be included in the saf ety justification, bu evidence
is needed to show that the signal replicator provides adequate isolation andis fail-safe.

Therevised operator panel (Figure 8) has asimilar layout to the original panel to reduce the risk of operator
errors due to unfamili arity.

Transfer port

© ©

Docked Seded

Tube dignment
© 0 ©©
T1 T2 T3 T4
Movement al owed @

0109

left STOP right
Figure 8: Revised control parel

In the revised panel the movement button isilluminated when the relevant motor driveis active. This design
makes it easy to argue that the usability of the system is at least as good (and probably better) than the old
system where there was noindication d movement direction.

The additional 3Vovement allowed® lamp presents the interlock status to the operator (so he does not think
the equipment isfaulty if there is no movement when the buttonis pressed). Thislight is also replicated on
and the MSPGC 500 badk panel and is used for testing the movement interlock logic. This replaces the
potentially hazardous maintenance adivity of putting a probe on the interlock wiring. So it is possible to
argue that the protection against maintenance hazards ould also be 24 least as goodas ol d°.

The overall approach to developing the safety justification for the replacement MHS SSisdescribed in
sedions below.

7. Planning the Safety Justification
The plan for developing a safety jutification hesto:

§ Definethe structure and evolution of the safety justificaion.

§ Deddeonthe regulator interface.
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8§ Definewho does what (regulator, supplier, utility).
7.1 Evolution of the safety justification

In many industries, the safety justification is developed in stages, starting with an identification of the daims
that need to be made by end-user, e.g.

The specified functional behaviour (if implemented) is sufficient to maintain plant safety given the
asumed characteristics of the plant and the plant interface.

The specified safety integrity and performancetargets will (if achieved) result in atolerable hazard
rate.

During the tendering phase, the SIS suppier should be able to identify evidence (or means for obtaining
evidence) to show that:

The implementation of the SIS mees the functional, integrity and performance requirements.

This evidence should be supplied as part of the delivered SIS. Thisjustification of SIS compliance might be
condtional uponcertain environmental, operational and maintenance constraints (like the types and
frequency of testing that should be performed), or required operator actions. So it is necessary for the utility
and the supplier to show that:

The end-to-end functionality maintains plant safety.

It isalso necessary to show that the system operates safely throughou its lifetime. It will be necessary to
demonstrate that:

The SIS hardware can be alequately maintained.

The SIS can be safdly updated (e.g. to address safety problems).

Maintenance and operational procedures and training are sufficient to maintain safety.

SISfailure incidents are investigated, the cause identified and suitable crredive adion identified.

Actua SIS performanceis consistent with the assumptionsin the safety justification (e.g. failure
rates, safe failure fraction, etc.).

7.2 Regulator interface

The point at which the regulator isinvolved can vary between dff erent replaament projects and dff erent
member states. Normally the regulator only has the right to refuse operation when the final safety caseis
presented. However, there are obvious potential benefits in inviting comments during the evolution of the
projed or its preparation. In particular, the regulator can indicate whether the structure of the safety case
argument and its evidence (or planned evidence) islikely to be acceptable when the final version of the
safety caseis presented.

After discussions with the regulator it was agreed that the safety justification for the MHS would be made
avail able for comment at several stages during its evolution,i.e.

Preliminary justification, which identifies the top level claims (prior to the tendering process).
Interim justification, which outlines the detailed claim structure and the supparting evidencethat will
be used to support the claims.

Fina justification where the full safety justification and the supparting are available.

Such a step-wise gproac shoud prevent costly licensing delays that might arise if the regulator is unable to
accet the judtification. Early warning limits the eff ort expended on an unacceptable saf ety approac. In
addition, gaining agreement on what should be demonstrated and what evidence is sufficient should limit the
eff ort required to construct ajustification.
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7.3 Planning

Therequired evidence and safety justification production activities formed part of the overal projed
schedule. This plan identified the activities undertaken by regulator, utility and SIS supgier. Thisincluded
stepwise deliveries to the safety regulator of the preliminary, intermediate andfinal safety justifications for
the SIS replacement.

7.4 Structure of the safety justification

The CEM SIS approach to structuring the safety caseis presented in [1] (seeAppendix D
for acomparison with other approaches). In the CEM SIS approach, the safety
judtificationis composed of claims and evidenceat a number of distinct levels:

0. toplevel
1. interfacelevel
2. architedurelevel
3. designlevel
4. operationa level
At each level there will be:
adam
suppat for the daim, either as direct evidence or by sub-claims at lower levels, or a mmbination

Intheinitial safety casethe required behaviour at the plant interfaces should be known, and possbly some
aspects of the architecture (if, say, pre-qualified comporents are to be used). Later phases of development
will providejustification of the achitecture and design, including consideration of maintenance and
operational aspects, and the post install ation qperational infrastructure. Thisjustificaion hasto remain valid
and ke maintained throughou the lifetime of the SIS andto be updated in the light of changesin the plant,
technical changesto the SIS, and changes to the operational and maintenance requirements.

8. The MHS safety justification

Using the layered claims and evidence aproach for the MHS, theinitial set of claims are made &out the
safety functions. These daims are related to the safe operation of the MHS and enforce @nstraints that will
maintain the safety of the MHS in the mntext of the plant (i.e. are linked to the safety claims identified in the
design basis documentation). These daims are then expanded to claims and evidence a lower levels. An
example daim expansionis given in Appendix C. TheLevel O clamis:

Claim ref. Claim

<no_rot>.clm0 Carousel rotation may never occur while material is being transferred or when
the transporter isin movement or docking modes

The <no_rot> claim states that no rotation o the carousel occurs under certain states of the MHS plant. This
claimis expanded into threelevel 1 claims.
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Claim ref.

Claim

<no_rot>val.ciml

The <no_rot> specification isvalid

<no_rot>impl.clml

The <no_rot> implementation correctly implements the specification (when
working)

<no_rot>implfs.ciml

The <no_rot> implementation isfailsafe (i.e. does not permit rotation when
thereisafailure)

Assciated with each claim thereis supporting evidence, and sub-claims at alower levels. For example, the
claim that the specificationisvalid, <no_rot>val.clml, is supported by the foll owing evidence:

Evidencer€f.

Document

mach_spec.evdl
op_feedbck.evdl
eng_exp.ewdl
safety rep.ewdl
mdrn_rep.evdl
reg_reg.evdl

Spedfication of transporter control interlock logic
Operational feedbadk reports from machine incidents
Competence and past experience of plant engineers
Plant safety analysis report

Upgrade specifications and motivation report
Regulatory requirements

The evidencefor such claims abou specification validity can be provided by the utility at the start of the

projed.

The other claims <no_rot>impl.ciml and <no_rot>implfs.ciml are expanded into sub-claims about the
system architecture, design operational levels and hence result in some cmbination d level 2,3and 4
claims. These claims can only be developed in conjunction with a specific SIS design, i.e. once asupplier
has tendered a particular solution. The tender requirements for the SIS replacement should enumerate the
functional, performance and dependability requirements, and request that the supplier provide:

An overal system architedure (including OTS hardware and software comporents).
A specification of the functiondlity off ered by the tendered systems.

A statement of the means used to justify the system satisfiesthe Level 1 claims (i.e. what sub-claims
and evidence are planned).

For example the daim <no_rot>impl.clml expands to the following set of sub-claims:

Claim ref. Claim

inputch.clm2 Complete/Adequate set of control unit sensor input channels
motor_ctrl.clm2 Adequate carousel motor control and communication functional interface
corr _code.clm3 The application code satisfies the specification <no_rot>

segr_code.clm3 Protection of exeautable code against nonused code

time_code.clm3 Maximum exeaution + aduationtime islessthan 0.1 sec

spur_lock.clm3 Spurious locks are prevented

The supporting evidence for each sub-claim makes use of information that is g/stem-spedfic. This evidence
caninclude analysis, test and field experience evidence Where the claim relatesto an OTS product like the
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MSPGC 500, e @n be made of pre-qualification evidence The use of pre-qualificaion evidenceis
discus=ed in the foll owing section on the pre-qualification of the MSRGC 500 Safety PLC.

In some cases the claims will expand to include level 4 sub-claims. For example, the top-level claim
<no_rot>implfs.clml expandsto a set of Level 2, 3and 4claims, andthe level 4 claimsinclude:

Claim ref. Claim

serv_pred.clmé In-service procedures are alequate and robust (e.g. to operators errors) for
periodic testing, maintenance of transporter, and instrumentation
equipment.

pertsts_prcd.clm4 Adequate periodic tests procedures

For a SIS containing many safety functions that are all implemented onthe same basic platform, the use of
separate claims for each individual safety function could lead to alarge number of top-level claims, which
use many of the same sub-claims (such as claims abou platform dependability properties). An alternative
judtification strategy isto define aset of composite top-level claims andthe evidence would apply to a set of
safety functions rather than a specific safety function (see Appendix E) which follows asimilar claim
structure to that advocated for air traffic control computer systems[8]). The expansion of such compasite
claimsinto sub-claims abou the dependability of the M SRGC500 platform would be very similar to the
approad for claims abou specific functions . However, evidencefor safety functions (test evidence, analysis
evidence) would then berelated to the complete set of functionsimplemented by the SIS. For example, for a
claim of correct functional behaviour, it would be necessary to show that the functional tests covered the
complete set of safety functions.

8.1 Use of OTS products

Where OTS products are being used in the SIS, the safety justification can generate evidence or make use of
pre-qudlification evidence for the OTS products [3]. The purpose of the pre-
gudlificationisto:

share the st and to avoid unnecessary wastage of effort

reduce uncertainties in system development and justification

reduce the delays of system development and justification

The approach to pre-qualification developed in this projed is given in the CEM SIS guidance document on
the use of OTS[3], where the pre-qualification of an OTS product comprises:

A functional assesament, to asaure that the functions, performances, interfaces, limitations and reels
of the product are known to alevel of detail that will allow an appropriate functional selectionand a
correct use in ead target system.

A dependability assesanent, to provide evidence that the product behaves as gecified, passibly
acording to dependability figures; that it complies with al relevant regulatory or standard safety
requirements; and its possible failure modes.

The dependability assessment might include restrictions on product usage, e.g., exclusion of some functions
or some parts, maximum load limits, allowable ranges of configuration parameter values, protection against
postulated fail ures, etc.

In this guidance, the assessment strategy of an OTS product is determined by:
the functional complexity of the product

acaessto internal information abou the product (including source wde), i.e. nore (3black-box0),
some (3grey-box), complete acessto design dacuments and source @de (Awhite-boxP)

experiencein actual operation
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the safety classof the SIS[5] (i.e. whether it isa ClassA or B system)
Using this OTS classification scheme, the MSRPGC 500 was characterised as:
High functional complexity.
Grey-boxinformation (publicly avail able design dacuments, and independent TUV assesgnents).
Extensive operating experience (around 2000system yeas of operation).
ClassB system.

The CEM SIS OTS guidance can then be used to identify an appropriate assesament of strategy for the
product. The relationship between the OTS and the assesament strategy is shown in the table below.

Table 6: OTSassessment strategy table fromthe CEMS SOTS gudarce [ 3] *

*1t shoud be noted that this table represents the consensus within the CEM SIS project.
Regulators in Members States might have more stringent criteriafor OTS assessmnent.

Using the table, it was determined that a B1 assessment strategy shoud be used. The B1 strategy is a grey-
box approach for OTS products. It is based ona cmbination of analysis of available development
information, and grey and Hadk-box testing. Experiencein operation, when avail able, isused as a
complementary means of assesament. The assessment of the MSPC 500 described in the following sectionis
consistent with this strategy.

8.2 Assess ment of the MSPGC 500
8.2.1 Pre-qualification functional assessment

The MSPGC 500is a programmable PL C (with the program stored in electrically erasable EEPROM). The
manufadurer claims compliance to the IEC 61131-3 PLC language standard, hence the spedfication should
med the requirement for precisionin the specification of the PLC functiondlity. An independent TUV
asesanent of the software has been performed to establish the correctness of the product implementation
with respect to this gecification.

The manufacturers claim that the associated 61131-3 compil er has extensive field use andthat thereisa
system of reporting product faults (including compil er faults). All reported faults are recorded and their
correction status is known. The ammpiled code of some reference gpli cation examples has been analysed to
show that correct code was generated. The MSRGC 500 has built-in software to support the ¥eading badk®
of compil ed application code. This can be used to make independent checks that no errors have been
introduced during compil ation or uploading of application software to the M SRGC 500 via the programming
port.
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As part of the functional spedfication, Microsafe—the manufacturer of the MSRGC 500—claimed that the
system design has predictable time response characteristics. A @round robin® scheduler design guarantees
that all IEC 611313 applications can be executed within some specified time bound(or the system performs
a safe shut-down). It is posgble to compute the total executiontime of the 61131-3 applications, as the
exeaution time of the individual logic comporents (like ANDs and OR gates) isknown. A tool is avail able
that can compute total exeaution time of the goplication software exeauted in the roundrobin sequence

The functional assesament also charaderised the properties of the input-output system (types of input,
maximum number, input and autput accuracy, €etc.).

8.2.2 Pre-qualification dependability assessment

The robustness to internal fail ures had been independently assessed. A TUV report is available which
asesEs the fail-safety features of the MSPGD 500against IEC 61508Part 2 requirements. On the basis of
the dual processor cross-comparison architecture and the internal diagnostics, the fail safe fraction was
assgned a 90% fail-safe dassification.

A hardware reliability analysis report produced by Microsafe estimated that the MTBF should be better than
3 10 hours under the stated operating condtions. Thisis supported by an analysis of equipment fail ure
reports from equipment users. Based on relatively conservative estimates of operating time, the MTBF was
estimated to be 5 10° hours.

Microsafe has a field support infrastructure to hand e problems reported by its customers. Failuresin its PLC
products are analysed to locate the cause, especialy if the fail ure is dangerous. Diagnosed problems are
recorded as fault reports and modifications are made to rectify the problem. A report containing an analysis
of recorded MSPGC 500 software faults is available. This report shows that no PLC system software faults
had been foundin the last two yeas. Based onthe estimated operating time of fielded PLC systems over this
period, the MTBF of the operating system software is estimated to be better than 1 haurs.

The design documentation of the MSPGC 500shows that the operation o the round robin scheduler islinked

to a separate hardware watchdog timer. This allows time overruns in the scheduler to be detected and this can
be used to forcethe PLC outputs to a safe state (the de-energised state).

8.3 Assess ment of suitability for the application

For the spedfic MHS SS application, the OTS product was asses<sed for functional suitability and adequate
dependability.

8.3.1 Functionality
The functions provided in the IEC 61131-3 compli ant language were regarded adeguate to implement the
required functionality and the representation was sufficiently similar to the user spedfication to ensure that it

would be eay to implement and review the gplication software.

The input-output requirement of 36 inputs and 13outputs was well within the maximum capadty of the
MSPRGC 500.

A time estimate based onthe number of logic gates and the specific MSPGC 5001 ogic processing times
showed that the actual exeaution time shoud be well within the target response time of 100 milliseconds.

8.3.2 Dependability

The claimed dependability parameters for the MSPGC 500 (reliability of the processor and input-output
systems, fail-safe fraction, etc.) were compared againgt the target levels assigned to the comporent at the
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architedural design stage. As these were compli ant, the comporent was judged to be suitable for the
application.

The MHS environment specificaion was cheded against MSRGC 500 environmental constraints and the
devicewas shown to capable of operating in the ewironment (e.g. can withstand EMI and ambient
temperatures), and that the equipment would not affect other equipment (e.g. EMC compliance hea output,
etc).

8.4 Relationship of the OTS pre-qualification to the MHS SIS safety justification

In summary, a SIS safety justification claim or sub-claim that involves an OTS product has to show that:

The chosen OTS product matches the functional and dependability neals st for them by the system
requirements specifications and the system design.

Eadh OTS product is used according to the mnstraints identified or recommended by its pre-
qualification.

The functions and parts of OTS products which are not strictly necessary to the system canna affect
itsoperation (Thisis normally limited to Class A systems).

For example the sub-claim <time_code.clm3> for the MHS is supported using the following pre-
gualification evidence abou the MSRGC 500:

The MSPGC 500can guaranteeexeadution d al application software within a predefined time bound
(seePLC_maxtim_clm0in Section 3 d Appendix C).

The MSFGC can process 10 logic gates/ seaond (seePLC_timing_clmO in Section 3of

Appendix C).

This evidence can be combined with further evidence relating to the specific applicaion,i.e.

The proposed application will have around 200gates (including input-output), so the gplication
response time should be aound D mill iseconds.

This preliminary analysis can be anfirmed using a detailed time estimationtod when the
applicationisimplemented, and by timing tests.

The pre-qudification evidence therefore simplifies the safety justification processby providing immediately
avail able evidence. The gplication-spedfic evidence has to be generated during project development, e.g.
the timing claim above muld be supported by atiming analysis and timing tests at the factory acaptancetest
stage.

8.5 Evolution of the safety justification

The safety justification evolved during system development. As more design detail was produced, more
detailed sub-claims were generated at the design level but this did not aff ect the existing higher level claims
within the structure.

In principle, it is possible for the evidenceto contradict a claim at some level, and this would need some
modification of the system design or the justification. For example, if the implementation required more
logic gates than expected, this could have an impad onthe logic response time. At this dage it may be
necessary to consider amajor redesign, a consider whether the time requirement in the specification can be
relaxed.

In the MHS, the scope for such problems was reduced thanks to the use of available pre-qualification
evidence eg. the timing evidence showed that the M SRGC 500 was cagpable of meeing the timing
reguirements even if the planned logic complexity was exceeded.

The Level 2 (architecture) and Level 3 (comporent design) claims together with the associated evidence
were provided by the supplier. Where neaessary, these were linked to Level 4 sub-claims abou the
operational environment (e.g. about the supporting maintenance and operational processes). Intheinterim
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version of the justification, the sub-claims about operational support were made without supparting evidence
In order to complete the justification, the utility had to provide the eridence necessary to support the Level 4
sub-claims. For example, the utility had to provide evidencein support of <serv_prcd.clm4> to show that the
test support procedures were appropriate (e.g. from past maintenance performance), and that they had been
suitably adapted for use with the new SIS. For example the MHS proof test procedure has to be modified to
use different diagnostic information.

PR/MT/MHS/09

MHS Movement permissive interlock testing
Rev 5

6 August 2004

1. To configure the system for proof testing, follow procedure
PR/MT/MHS/01

2. Energise all interlock input signals (TC/15/01 to TC/15/36)

3. Verify that the movement permissive indicator light (1/17) on the
control unit back panel is on

4. De-energise TC/15/01 and verify that (TC/16/73) is off

5. Energise TC/15/01 and verify that interlock indicator 1/17 is on
6. Repeat for inputs TC/15/02 to TC/15/36

8.6 Evidence integrity

In additionto dired claims about the behaviour of the system outlined above, the submission to the regulator
provided an analysis of the integrity of the evidence used within the justification (using simil ar criteriato
those used to assure requirements in requirements validation [2]). The submisson sought to demonstrate that
the safety justification evidence is:

consistent (e.g. documents and crossreferences are internally consistent, test results consistent with
the item, and version, tested)

coherent (e.g. detail ed requirements traceable to functional requirements, functional requirements
tracedl e to user requirements, user requirements tracedl e to plant safety and oyerational needs)

current, all evidencerdatesto the suppied version d the SIS
complete, evidence exists to support all claims and sub-claims

These properties could, in principle, be assessed by the regulator (e.g. by audits of the available evidence).
However if support for evidence integrity already exists, the regulator is able to focus on the main task of
asessng whether the evidence provides adequate support for the safety claims.

9. Summary
This public domain example ill ustrates the use of the CEM SIS guidance within the modernisation lifegycle.
The main features of the guidanceillustrated in the example ae:

A systematic gpproadh to requirements definition (which reduces the risk of late and costly
asurprises?, and of late changes).

A structured approach to the mnstruction of the safety justification. This reduces the risk of costly
licensing delays as the key claims and evidencerequirements can be areed at an early stage andthe
evidencerequirements can be included in the supplier contract.

A systematic goproadh to the pre-qualification of OTS comporents. This reduces the risk that
evidenceis delayed or unsuitable.

Architectural design strategies for reducing the safety criticdity of OTS comporents.
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Appendix A: Example Design Basis Documents

1. Description of the Materials Handling System

1.1 The materials handling machine

1.1.1 General

The materials handling machine is part of a processing system for
radioactive material. Nuclear material, stored in cans, is trans fer red
between materials processing units by the materials handling machine as
shown in Figure 1.
Materials Materials
processng processng Etc.
unit unit
|
“Transfer port
Transporter

Fig 1. Materials handling machine, transfer port and processing unit.

The material in the materials handling machine is stored in individual

vertical cham bers in a shielded rotating assem bly, named  the “carousel”.
The carousel can be connected via a transfer port to a materials pro-
cessing unit and, once connected, radioactive material is either drawn

into the carousel or discharged into the connected unit using a hoist.
See Figure 2.

Hoist

Nuclear materid

Transfer port e
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Figure 2. Carousel, transfer port and hoist for nuclear material

The carousel is a buffer store and is filled by rotating the carousel and
transferring the material into successive chambers until all the chambers
are filled. To connect with a different materials processing unit, the

transfer port is disconnected from one unit, then the materials handling

machine moves to a new unit and is reconnected via the transfer port, so

the carousel can be emptied (and possibly refilled with material for the

next location).
1.1.2 Use of the machine

The materials handling machine has three main operational modes: the
docking mode, the handling mode, and the transporting mode.

In the docking mode the materials handling machine connects to a
materials processing unit with the transfer port. The transfer port is
subsequently unsealed.

In the handling mode, nuclear material can be transferred from or to the

materials handling machine. First a chamber in the carousel is aligned

with the transfer port and cans of nuclear material are transferred using
the hoist. The carousel can then be rotated until the next chamber is
aligned so that another container can be transferred.

The materials handling machine enters the docking mode. The transfer port
is sealed and the materials handling machine is disconnected from the
materials processing unit.

In the transporting mode the materials handling machine moves between
transfer ports of different materials processing units.

1.1.3 Transitions between operational modes
Transition from the transporting mode to the docking mode is only
possible when the transfer port of the materials handling machine is

positioned under a materials processing unit and the brakes are applied.

Transition from the docking mode to the handling mode is only possible
when the transfer port is docked and unsealed.

Transition from the handling mode to the docking mode is only possible
when the hoist is in the upper position.

Transition from the docking mode to the transporting mode is only
possible when the transfer port is sealed and not docked.

1.1.4 The Transfer Port

The transfer port is a cylindrical opening in the top of the materials

handling machine that can be positioned at the entrance of a materials
processing unit. The transfer port can dock to the unit, i.e. make a gas
tight con  nection. The transfer port contains a seal on its top, which can

be opened and closed using the control panel. The seal on the transfer
port closes the materials handling machine.
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Indicators on the control panel show when the transfer port is docked and
whether it is sealed.

Transfer port docking and undocking and sealing and unsealing is only
allowed in the docking mode. This is enforced by switching on the
electrical supplies to the transfer port drive motors only in the

handling mode.
1.1.5 The carousel

The carousel is a metal construction with four chambers that can each
hold a can of nuclear material. It can rotate to place a chamber under
the transfer port.

Carousel rotation is controlled by an operator using pushbuttons on the
control panel. Indicator lights show when a chamber is aligned with the
transfer port, and which chamber it concerns.

The output signals from the carousel control logic control two separate
carousel drive motors. Two other outputs select fast and slow movement —
slow movement is used when a chamber is close to alignment with the

transfer port. It is also possible to “hand-wind” the carousel to correct

alignment problems.

The carousel cannot rotate through 360 ° so there are end-stop sensors to
detect when the carousel has reached the end of travel (left and right).

Carousel rotation is only allowed in the handling mode. This is enforced
by switching on the electrical supplies to the carousel drive motors only
in the handling mode.

1.1.6 Drive motors and brakes

The materials handling machine is equipped with two electric drive

motors, one on the front axle, one on the back axle. There are two

electrically operated brakes, one on each axle. The brakes can stop
movement of the axle, even when the drive motor on that axle is activated
at full power.

The drive motors are controlled by the operator using two pushbuttons on
the control panel: forward and backward. Indicator lights show when the

materials handling machine is positioned under a materials processing

unit. When pushing either pushbutton, the brakes will be released. When
releasing both pushbuttons, the brakes will automatically be applied

after one second.

Two metres from the end of the rail track, the materials handling machine
encounters an end position switch. Upon activation, the forward movement
of the materials handling machine is disabled. The same applies to the

backward movement two metres from the beginning of the rail track.

Drive motor operation is only allowed in the transporting mode. This is
enforced by switching on the electrical supplies to the drive motors only
in the transporting mode. When switching off the electrical supply, the

brakes will be applied to the axles.
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1.1.7 Interlocks and hand operation

The operations of the materials handling machine are all interlocked
electrically or mechanically to prevent incorrect operation.

Provision is made for manual control of the carousel, the drive motors
and the brakes in the event of failure. The use of these facilities

overrides the safety interlocks and in view of this, great care must be
exercised when manually operating, and the handles for all manual control

devices must be retained under administrative control.
1.1.8 Oring seals and seal testing

All metal-to-metal joints in the materials handling machine are sealed
against leakage of gas with double O rings. These are fitted in pairs of

circular grooves in two types of arrangement. A pair of rings for sealing
a circular shaft are normally both of the same size and are fitted in

parallel grooves in parallel planes. The rings used for sealing two flat
surfaces, such as pipe flanges, are of different diameters fitted

concentrically in the same plane. The spaces between the rings in each
pair (the interspaces) are all connected by individual pipelines to local
test manifolds in various parts of the materials handling machine, S0
that the leak rates of the seals can be tested. For details of testing

and the permissible leak rate for each seal, see Table 5.

A nitrogen supply for materials handling machine seal testing purposes is
provided from a temporary nitrogen cylinder at the hall floor. The

nitrogen supply pipe work is fitted with an isolating valve pressure

gauge and vent valve. Connections are teed off from the main supply line

at each platform level and a three way switching valve and Hansen quick
release coupling fitted.

1.2 The materials handling machine control station

The control station containing the control panel for the materials
handling machine is located on platform 4. There are no other control
stations from which the materials handling machine can be controlled. The

control station is air conditioned.
1.2.1 Control of the carousel
The control panel for the carousel is depicted in Figure 3.

Control system output signals are used to activate:

The leftward carousel drive motor.

The rightward carousel drive motor.

High speed drive mode.

Low speed drive mode.

Carousel alignment position indica tors (T1 to T4).
Transfer port status indicators.

ogkhwnNE

The inputs to the control unit comprise:

Transfer port status signals: docked/ undocked and sealed/ unsealed.
Hoist status signals via the transfer port.

Chamber alignment status: coarse and fine alignment for each tube.

Left and right end-stop sensors.

Hand wind mode.

aprpwONE
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6. Maintenance mode.
7. Left and right movement push button.
8. Emergency stop pushbutton.

Operator indicator lights show when:

1. One of the chambers is aligned with the transfer port and the
carousel is stationary.
2. The materials handling machine is connected via the transfer port

to a processing unit (docked).
3. The transfer port is sealed.

The operator pushbutton can rotate the carousel left or right and
movement will stop when the next chamber is aligned with the transfer
port.

When a chamber is close to alignment with the transfer port, the carousel
rotates at its slow speed setting.

1.2.2 Carousel Control Interfaces

The carousel movement is controlled through a control panel. See Section
1.2 for a description of panel

Inputs to the Carousel Control System are:

a) Plant status signals

- Chamber alignment indicators (3 coarse, 3 fine).

- Chamber identification signal (2 for each chamber)

- End-stop indicators of the carousel, two for each direction.

- Transfer port docking status signal(2 inputs)

- Hoist position signal (2 inputs - valid when the transfer port is
docked).

- Transporter brake status signal.

b) Operator command signals
- Carousel movement command (1 pushbutton for left move, 1 for right)
- emergency stop button (2 inputs).

Outputs of the Control System are:

- Controls of the carousel.
- Controls of the transfer port.
- Controls of the axle motors and brakes.

The Control System of the Materials Handling Machine contains:

a) Control logic:
- To implement operator controls to move the carousel and align the next
chamber with the transfer port.

b) Indicator logic showing:

- Alignment status of the carousel.

- Status of the transfer port.

- Status of the axle motors and brakes.

c) Interlock logic:
- To disable carousel movement.
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- To disable transfer port movement.
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2. Plant Safety Report

6.3 The transfer port
Drawing reference 6.14/2.
Report reference 6.15/4.

The transfer port is used to connect the materials handling machine with
the materials processing unit. It consists of a steel cylinder and is
moved by an electric actuator. The top of the transfer port has a seal,
also moved by an electric actuator. The connection between the transfer
port and the materials handling machine is sealed with double ‘O’ rings.

When connecting to the materials processing unit, the electric actuator
moves the transfer port up, until this movement is blocked by the
entrance of the materials processing unit. The actuators maintain an
upward force. The ‘O’ ring on the top of the transfer port seals this
connection.

There is a position switch to detect the upper position of the transfer
port. Also there are three pins in the upper part of the transfer port,
pushed down by the lower part of the materials processing unit. These
mechanically block the movement of the seal if the transfer port is not
properly docked to an entrance of the materials processing unit. Also,
the control system will not open the seal unless the position switch
indicates that the transfer port has reached the upper position.

Before unsealing, the transfer port clamps itself to the entrance of the
materials processing unit. The clamps mechanically block the movement of
the seal, unless they are all clamped to the entrance. On every clamp, a
position switch indicates the clamp is active. The control system will

not open the seal unless all clamps are active.

When the hoist is in use, the seal should not be closed, because this may
damage the seal and/or the seal may not be properly closed. The control
system will not close the seal, unless the position switch of the hoist
indicates it is in the upper position.

6.3.1 Main interlocks of the transfer port

Safeguard Method

€)) The transfer port Position switch on
cannot be unsealed if the materials
the materials handling handling machine;
machine is not docked mechanical blocking
(radiation hazard) system

(b) The Transfer Port Three position
cannot be sealed if switches on hoist

hoist is being used
(rupture of material
container)
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(c) The Transfer Port Three position
cannot be undocked if switches on seal of
it is unsealed transfer port;
(radiation hazard) mechanical blocking

system

For complete interlock schedule see report reference 6.15/3.
6.3.2 Radiation levels associated with the transfer port

(@) Maximum radiation level at seal <10 mrem/h
of transfer port
(b) Maximum radiation level at body <1 mrem/h

of transfer port
6.4  The carousel
Drawing reference 6.14/7.
Report reference 6.15/8.

The carousel can rotate through 330 degrees. rotation to the movement
limits are detected by end-stop detectors. The drive motors are likely to
burn out if the carousel hits the physical end stops. The carousel has

four chambers to hold nuclear material. The position on the carousel is
sensed by movement cams on the side of the carousel that operate position
relays.

There are cam sensors for each chamber on the carousel which indicate
whether it is in coarse alignment or fine alignment with the transfer

port.

6.4.1 Main interlocks of the carousel

Safeguard Method
(@) The carousel can only Three position
be rotated if the hoist switches on hoist

is in the upper
position. (Rupture of
material container;
General Damage)

(b) The carousel cannot Position switches on
rotate past the end- carousel before end-
stops. (General damage) stops

For complete interlock schedule see report reference 6.15/3.

6.4.2 Radiation levels associated with the carousel

(a) Maximum radiation level at seals <10 mrem/h
of the carousel
(b) Maximum radiation level at body <1 mrem/h

of the carousel
6.3 The hoist
Drawing reference 6.14/21.

Report reference 6.15/44.
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The hoist is operated from the materials processing facility. When the
MHS docks with the facility, electrical sensors are connected to the
control logic to indicate the state of the hoist, i.e. whether the hoist

is fully retracted.

6.3.1 Main interlocks of the hoist

Safeguard Method

@ The hoist cannot be Motor drive current
used if the carousel is sensor; position
being rotated (general switches on carousel
damage)

(b) The hoist cannot be Three position
used if the Transfer switches on transfer
Port is sealed or the port

Transfer Port is not
docked (general
damage, damage to
radioactive materials
container)

For complete interlock schedule see report reference 6.15/3.
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Appendix B: Materials Handling Machine Refurbishment
Requirements

This appendix is an extract from the general refurbishment requirements for the replacement equipment of
the materials handli ng system. Much of the document consists of standard clauses for the supply of 1&C
equipment. Some specific dauses relating to installation requirements are included, bu most of the details
relating to the materials handling system are cvered by referenceto supporting documents.

1. Introduction

The existing Control System of the Materials Handling Machine is reaching the end of its useful life. This
document describes the requirements that the replacement equipment must meet.

This Functional Specification has been produced in accordance with the engineering and quality guidelines.

Throughout this project, a standard set of Abbreviations and Definitions are used. These are given in
MHS/P2/002/3.

2. System Description

The replacement control system is to be functionally identical to the existing equipment and physically fit into
the existing cubicle and be plug-for-plug compatible. The description of the existing equipment is given in
MHS/P2/004/1. Specifications of the environmental conditions, maximum power consumption and power
supplies, and weight limits are given MHS/P2/004/1 Appendix E.

To allow for maximum flexibility for testing and maintenance, all adjustments should be possible without the
removing the control system from the cubicle. It should not be necessary to remove the control system for
maintenance and/or calibration purposes.

Failsafe electrical interlocks must be provided so that if any module is removed a common alarm is
generated.

The control system should be automatically tested. Automatic Test Equipment is to be provided. This
equipment is to interface primarily with the front of the rack, and minimise the requirement to interface with
the rear sockets. Any test equipment incorporated in the ATE must be removable to allow for routine
certification to traceable standards.

The new control system and associated equipment are to comply with the System Design Safety Guidelines
(Appendix B).

3. Extent of Supply
This extent of supply is as listed below:

Control System for the Materials Handling Machine.

Recommended spares, including the justification for these spares.

Reliability Assessment and System Substantiation Documentation for the Control System for use in the
production of the Safety Case (supporting a minimum of a 6 month test interval).

Commissioning Documentation in accordance with power station procedures.

Maintenance and Calibration instructions in accordance with power station procedures.

Installation Documentation, to enable the customer to install the equipment.

The IPR of any Software developed for this project is to be vested with the customer.
4. Installation Requirements

The Interface Points for this equipment are:
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Mechanical: The existing cabinet, a 6U 19" rack.
Electrical: Five Plessey Mk 1V sockets at rear.

The contractor must carry out a complete survey of the existing interfaces to ensure that the supplied
equipment is fully interchangeable.

The equipment must be capable of operating from a 48V 5A DC power supply.
The weight of the equipment should not exceed 20 kilograms
5. Dependability Requirements

The contractor shall demonstrate the system meets meet the following dependability requirements

107 failure per demand (interlock movement logic).
10* hours (spurious actuation)
1 hour MTTR (any failure)

6. Design Safety Requirements

The equipment must comply with the company System Design Safety Guidelines (Appendix B) and the Plant
Design Safety Guidelines — Annex VII (as revised in Appendix C).

Any software developed must meet IEC 61508 SIL2 requirements.

In the event of any conflict, the following order of precedence shall be followed:

This Functional Specification and the associated Technical Specification (to be produced).
System Design Safety Guidelines (Appendix B)

IEC 61508 SIL2
Plant Design Safety Guidelines, Annex VIl — as revised in Appendix C.

e

The design shall be subject to the specific approval of the customer.

Any power supply regulation system and filtering devices shall be such that transients and electrical
interference cannot actuate or prevent correct operation of the equipment.

The supplied control system must function and interface with the existing plant, in an identical manner to the
existing system.

7. Functional requirements

The functional requirements are defined in the logic drawing and function specifications in document
MHS/P2/004/2.

8. Performance requirements

The interlock logic must be capable of disabling movement outputs within 100 milliseconds of an interlock
demand.

9. QA Requirements

A Quality System that meets the requirements of EN ISO 9001 is to be applied to this contract. Any software
provided must be produced in accordance with the guidance set down in ISO 9000-3.
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10. Maintenance, Inspection and Testing
10.1 Initial Testing and Commissioning

The initial (works) testing of the completed control system will be in accordance with the manufacturer’s test
documentation. This is to be approved by the customer before use. The works testing must include the use
of any automated test equipment (ATE). The initial testing and commissioning will be carried out by the
supplier.

10.2 Maintenance Principles

Maintenance shall be possible on every item of the equipment while the Materials Handling Machine is out of
service. The time taken to check correct operation of the whole system shall be minimised by the provision of
adequate installed test equipment and facilities.

Maintenance will consist of routine calibration, performance testing and system testing in order to identify any
faulty or out of specification part. The control system shall not normally require adjustment at less than 6
month intervals.

10.3 In-Service Inspection and Testing Requirements

The equipment shall be designed so that inspection and testing is possible on every item of the control
system, with the control system in operation. The time taken to check correct operation of the whole system
will be minimised by the provision of installed test equipment and facilities. All test facilities (switches and
indicators) and test connections to be accessible from the front of the control system.

Test equipment must be mounted on a test trolley suitable for access to the appropriate plant areas. All
necessary interface equipment, e.g. cables, shall be supplied. Any necessary permanent test equipment
shall comply with the same environmental requirements used for the associated equipment to be tested. All
test equipment used shall be capable of being calibrated to NAAS traceable standards.

Test switches must be spring biased to the normal operation position and shall comply with ESI Standard 50-
18 part 3 + Switching Devices

11. Documentation

All documentation supplied shall be in PDF format. Drawings shall be in AutoCAD 13 format. Certain
documentation (specifically Test and Maintenance Documentation) should be produced in accordance with
the customer’s in-house procedures.

Documentation supplied by the Contractor will be required to support the customer to install, maintain and
operate the equipment, and must be of a suitable quality to withstand Independent Nuclear Safety
Assessment of the customer and also by the Nuclear Installations Inspectorate.

Required documentation to include:
- Reliability Assessment.
Failure Mode and Effects Analysis.
Routine Maintenance, Calibration and Test Procedures.
Operating Instructions.
System Substantiation.
Software Substantiation.
Design Detail.
Drawings comprehensively describing the equipment.
Works Test Documentation.

The following documents/records must be provided for any software provided:
- Configuration Management Plan.

Design Specification.

Test Specification.

Source Code Listing(s).

Data File Listing(s).
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Test Log and/or Test Output(s).
User Documentation.
Project Quality Plan.
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Appendix B. System Design Safety Guidelines.

B.1. Functional Requirements
The Control System shall perform the following functions:
1. Control the materials handling machine.

B.2. System Availability

If testing, inspection or maintenance results in partial unavailability of the control system, the frequency and
duration of such procedures shall be such as to provide an adequate balance between the system reliability
and its availability.

B.3. Single Failure Requirements
No single failure within the control system should prevent it carrying out its functionality in the presence of
any initiating event which places a demand on the control system during any normally permissible state of
plant availability. Consequential failures resulting from the assumed single failure should be considered as
an integral part of the single failure.

Judgement should be exercised to ensure that, in attempting to satisfy the guidance, unnecessary
complexity and/or cost is not introduced, particularly from the viewpoint of some passive failures.

Any shortfall with regard to the system single failure guidance should be fully justified, taking account of
reasonable practicability having regard to the frequency of the initiating event, the probability of the single
failure, the severity of the consequences and the unavailability of plant for specified purposes and limited
periods.

B.4. Interfaces

The proposed system will interface with the following systems:
1. The Materials Handling Machine.

2. The hoists in the Materials Processing Units.

The system should be designed such that it does not adversely affect the safety functions of the above
systems. In addition it should not significantly affect the frequency of spurious operation of the above
systems.

B.5. Equipment Fault Detection
The control system should operate, as far as is practicable, on failsafe principles.

B.6. Reliability Requirements

The Control System must have a failure rate of better than 10™ failures/hour. This is to be supported by a
test interval of no less than six months. The time taken to test the control system is to be no greater than 3
hours.

It should be recognised that these values are targets, less restrictive values could be accepted if it is shown
not to be reasonably practicable to meet these targets.

The automated test equipment (ATE) should be designed to IEC 61508 SIL1. No claim should be made on
the ATE that requires a more onerous requirement.

B.7. Testing

The control system must be designed so that it can be tested on load without negatively influencing the
behaviour of the Materials Handling Machine. The reliability requirements should be met without the need for
excessive testing. Testing of the control system must take no more than three hours. The required test
interval must be 6 months or greater.

B.8. Equipment Location
The Control System is located in the Materials Handling Machine Control Room.

The equipment being supplied must be able to withstand the following environmental conditions:
Temperature: 0 + 55°C.
Relative Humidity: 0 + 95%.
Power supply: 110V, 10%, 50 Hz 5%, neutral solidly earthed.
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No maloperation of the equipment shall occur for supply interruptions less than, or equal to 200
milliseconds.

RFI and EMI immunity to IEC 1000-4-3 1995.

The equipment should withstand the seismic pressure (specified in Annex ).

B.9. Hazards
The Control System should not be vulnerable to, or should failsafe in the event of, any of the following

hazards:
Local flooding.
Fire or explosion (*).
Release of corrosive fluids (*).
Disruptive failure of rotating machines (*).
Dropped loads (*).
Seismic event (10™ Pa).
Site flooding (*).

(*) These items are included on the basis that it is judged to be possible to provide protection against these
hazards at negligible cost.

Note: The existing control system is located in a cubicle that provides the required protection against the
above hazards. The new control system must not require any modification which may compromise the ability
to withstand the above hazards.
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Appendix C: Example safety claims for the MHS SIS

1. Introduction

In the CEM SIS safety justification approach, alayered approach is used in making safety claims. Thereisa
level 0 claim which makes a daim abou external plant behaviour, and thisis suppated by sub-claims and
evidencerelating at diff erent levels. These levelsrelate to different elements of the SIS, namely:

1. interfacelevel
2. architedurelevel
3. designlevel
4. operationa level
At each level there will be:
a dam
suppat for the daim, either as direct evidence or by sub-claims at lower levels, or a cmbination

Normally sub-claims at one level expand to sub-claims at the next level, but it is passible to expand to asub-
claim at any level below the current one.

To ensure clear and precise daims, the daims $oud be expressed in terms of entitiesthat are ¥isible® a
that level:

Level Oisrelated to the plant domain, and the observable entities are external to the SIS, and the daims
are expressed in terms of the actua state of plant comporents like caousel position and speed, hoist
position or transfer port location asillustrated in the figure bel ow.

Level 1isrelated to the interface between the SIS and these real world entities. So claims are expressed
in terms of sensor signals that monitor the state of the MHS comporents, and actuator outputs that
change the state of plant comporents. Claims abou the input-output behaviour at Level 1 shoud imply
the required behaviour at Level 0, e.g. given adequate sensors on the plant, the sensor value (or set of
sensor values) should ureambiguouwsly determine the plant state, given a claimed inpu-output relationship
at the interface the plant behaviour will be safe.

Level 2 isrelated to the architecture of comporents within the SIS. So sub-claims are expressed in terms
of the relationship between comporents. For example, in the MHS, the claims can be made in terms of
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the externall y observed behaviour of comporents or the cmpaosite behaviour of the comporents within
the architecture.

Level 3 should expressclaimsin terms of the design of individual comporents, e.g. like the hardware
and software within the MSPGC 500 (asillustrated in figure below).

Separate
interlock
inputs +
T~ External
Current I ock
1- Interface _W ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, MSPGC 500 \I;;g\_
safety PLC/

Carousel position signals

2: Architeayfre 3: Design
@ignal repIiCaOD >
L—
Barcode
- PC Y

Level 4 should make daims about system operation and maintenance, and claims should be related to
entities visible to the maintainer and the operator (like operator interfaces and dagnostic/maintenance
facilities), or the general support infrastructure visible in that domain.

In Sedion 2of thisappendix we ill ustrate this layered claim structure goproach by expanding alevel O clam
into sub-claims. Thetop level claim relates to safe rotation d the caousd, i.e. that it will not rotate if the
MHS plant is not in asafe state (e.g. if the hoist is not retracted). Thisis expanded into claims at the
interface architecture, design and operational levels. The evidence used at each level isalso given.

In Sedion 3we show how to use the gproach to construct claims for COTS comporents. These claims are
independent of any application (and are hence developed as a separate daim structure). In this case the
interfacelevel (Levell) relates to the external interfaces of the MSRGC 500 PLC, and the subsequent levels
related to the architecture, design and maintenancelevels of the PLC. These claims could be assessed and
accepted for the comporent, andthe daims for the comporent could be used as suppating evidencefor in
other safety justification (e.g. for claims about claimsfail safety or timeliness made éou the MHS 9S).
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2. Example safety claim expansion

This example claim structure is taken from the CEM SIS safety justification
guidance See [1] for further details onthe gproadc.

2.1 Claim structure

Thetoplevel claim relates to safe rotation of the carousel, i.e. that it will not rotate if
the MHS plant is hot in a safe state (e.g. if the hoist is not retracted). Thisis expanded into claims at the
interface architecture, design and operational levels. The evidence used at each level isalso given.

Top L evel claim (0)

Name Description Evidence Subclaim
Components expansion
no_rot.clmo: Carousel rotation may never <no_rot>-val.ciml
occur while material is being <no_rot>-impl.ciml
transferred or when the <no_rot>implfs.clm
transporter is in movement or 1

docking modes

Environment-System subclaims (1)

<no_rot>-val.cim1 1. The system specification mach_spec/evdl
<no_rot> is valid: op_feedbck.evdl
where <no_rot> is: safety _rep.evdl
IE (transfer port not docked) OR mdrn_rep.evdl
(transfer port sealed) OR reg_reg.evdl

(handwind mode on) OR (hoist
not fully raised) AND (drive
mode on)

THEN <DISABLE CAROUSEL
LEFT- AND RIGHT-WARD
DRIVE MOTOR MODES WITHIN

0.1 SEC>
<no_rot>-impl.cim1 2. Implementation of the inputch.clm2
specification <no_rot> is correct motor_ctrl.clm2

segcots.clm2
corr_code.cim3
time_code.cim3
spur_lock.cim3

<no_rot>implfs.cim1 | 3. Implementation of the
specification <no_rot> is fail-safe
No single failure inhibits
prevention of rotation

No double failure is unsafe.
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Architecture level subclaims (2)

inputch.clm2

1. Complete/Adequate set of
control unit sensor input
channels:

transfer port status signals
(docked/undocked,
sealed/unsealed, hoist positions,
drive mode) are correctly
captured by corresponding
sensing channels.

sens_spec.evd2

fsinputch.cim2

2. Sensor input channels are
fail-safe

sens_spec.evd2

validlO_chk.clm3
autotsts_cov.clm3
oper_fma.clm4

motor_ctrl.clm2

3. Adeguate carousel motor
control and communication
functional interface

motorctrl_spec.evd2

fsmotor_ctrl.clm2

4. Failsafe motor drive locking
mechanism and control

motorctrl_spec.evd2

fs_code.cim3
autotsts_cov.clm3
oper_fma.clm4

fscots.clm2

5. Adequate and failsafe COTS
software platform

COTS fs_evd3;

oper_fma.clm4

segrcots.clm?2

6. No interference from non-
used COTS functions

segr_code.clm3

Design level subclaims (3)

corr_code.clm3

1. The application logic satisfies
the specification <no_rot>

code-ana.evd3
code_utst.evd3
code _itst.evd3
prog_exp.evd3
COTS logic.evd3

segr_code.cim3

2. Protection of executable code
against non-used code

code-ana.evd3
code_utst.evd3
code_itst.evd3
COTS_seg.evd3;

time_code.cim3

3; Maximum execution + actuation

time is less than 0.5 sec

code_itst.evd3
COTS_maxtim_evd3
COTS_timing_evd3
code-ana.evd3

validlO_chk.cim3

4. Adequate validity checks of
input and output variables

code_utst.evd3

oper_fma.clm4

autotsts_cov.cim3

5. Complementary coverage of
code by auto-tests and periodic
tests

code_utst.evd3

oper_fma.clm4
pertsts_prcd.cim4

afs_code.clm3

6. Fail-safety of application code
wrt:

- Invalid Input/output

- Errors trapped by autotests

- Other defects

code _itst.evd3
code_utst.evd3
code _itst.evd3

oper_fma.clm4
serv_prcd.clm4

spur_lock.clm3

7. Spurious locks are prevented

code_itst.evd3

serv_prcd.clm4
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Operational level subclaims (4)

oper_fma.clm4 1. Adequate anticipation of io_rex.evd4
failure modes hw_rex.evd4
of transporter, transfer port, protype_rep.evd4
com, sensors, actuators, opr_rex.evd4
power supplies.

pertsts_prcd.cim4 2. Adequate periodic tests io_rex.evd4
procedures hw_rex.evd4

serv_prcd.clm4 3. In-service procedures are hw_rex.evd4

adequate and robust

(e.g. to operators' errors)
for periodic testing,
maintenance of transporter,
and instrumentation
equipment.

io_rex.evd4
protype_rep.evd4
opr_rex.evd4

2.2 Evidence suppo rting the sub-claims

Identifier

Description and references

mach_spec.evdl 1. Specification of transporter control interlock logic

op_feedbck.evdl 2. Operational feedback reports from machine incidents

eng_exp.evdl 3. Competence and past experience of plant engineers

safety _rep.evdl 4. Plant safety analysis report

mdrn_rep.evdl 5. Upgrade specifications and motivation report

reg_req.evdl 6. Regulatory requirements

sens_spec.evd2 1. Specifications of transporter sensors

motorctrl_spec.evd2 | 2. Specifications of transporter communication /control interface

code-ana.evd3 1. Back-translation of compiled application code.

code_utst.evd3 2. Reports of code unit tests

code _itst.evd3 3. Integrated on-site test reports

autotst_spc.evd3 4. MSPGC 500 autotest specifications

prog_exp.evd3 5. Competence and past experience of programmers and of suppliers of
instrumentation.

COTS_logic_evd3 6. See Appendix D claim “PLC_logic_correct_clm0”

COTS_maxtim_evd3 | 7. See Appendix D claim “PLC_predictable_timing_clm0”

COTS_timing_evd3 8. See Appendix D claim “PLC_performance_clm0”

COTS_seg.evd3 9. See Appendix D claim “PLC_functional_seg_cIm0Q”

io_rex.evd4 1. Operational data on sensor, relay and motor actuator failure modes

hw_rex.evd4 2. Operational data on transporter, transfer port, computer failure modes

opr_rex.evd4 3. Conclusions from probation period reports, operator reports, other similar
fuel handling systems

protype_rep.evd4 4. Report on prototype experiment
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3. Example COTS pre-qualification claims

These daims areindependent of any application (and are hence devel oped as a separate daim structure).

These daims could be assessed and acoepted for the comporent, and the claims for the componrent could be

used as supporting evidencefor in other safety justification (e.g. for claims about claimsfail safety or
timelinessmade &out the MHS 3S).

Name

Description

Evidence
components

Subclaim expansion

PLC logic_correct_clmO

Logic functions compliant
to IEC 61131-3 syntax
and semantics

PLC_compiler_OK_cIm2
PLC logic_ OK clm3

PLC_failsafe_clmO

PLC sets outputs in safe
direction for the following
sets of failures: inputs,
outputs, processor
hardware

TUV MSPGC 500
certification report,
rev. 2.0, 83.4.

PLC_predictable
_timing_clmO

Deterministic maximum
timing bound for
execution of software
applications

HW _int_bounded_clam?2
OS_cycle_bound_clm3
SW_times_bound_cim3

PLC_perfornance_clmO

The PLC can process
10* logic gates per
second

MSPGC 500
Dependability and
performance
analysis, Section
4.3

HW _int_bounded_clam2 | Hardware interrupt time MSPGC 500
delay bounded Design doc,
Chapter 4
PLC_compiler_OK_cIm2 | Compiler correctly Report on
translates 61131-3 code | Analysis of

MSPGC 500 user
problem reports.
Section 5
Microsafe tool
qualification report
MS/PGC/20/4

PLC logic_OK_clm3

PLC correctly execute
61131-3 code

TUV MSPGC 500
certification report,

rev. 2.0, 8§85.1
OS_cycle_bound_clm3 OS performed round MSPGC 500
robin scheduling Design doc,
Chapter 5
SW_time_bound_cim3 Application logic MSPGC 500
execution times are Design doc,
bounded Chapter 7
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Appendix D: Relationship to other justification approaches

One common hesisfor justification is the work of Toulmin onthe structure of arguments [Toulmin195§.
This method has been claimed as the basis for the goal structuring notation (GSN [McDermid1994,
Kely1997) and the Adelard safety case methodology ASCE which uses a claims-argument-evidence (CAE)
approadc [Bishop193B]. Toulmin's argument structure addresses all types of reasoning whether scientific,
legal, aesthetic, colloguia or management. So it is applied more generally than the structures designed
specificaly for safety justifications. These structuring methods were originally concerned with the saf ety
behaviour of engineered computer-based systems, but they have now been broadened to more general
dependability claims for al classes of operated systems whether computer based or not.

Acoording to Toulmin, the genera shape of arguments consists of:

grounds
claims

warrants and bading

Claims, as the name suggest, are assertions put forward for general acceptance. Thejustification for the
claimis based onsome grounds, the @Yecific facts about a precise situation that clarify and make goodthe
claime. We might cal the grounds 2evidence® Next the basis of the reasoning from the grounds (the fads) to
the claim is articulated. He mins the term warr ant* for this. These are &tatementsindicating the general
ways of arguing being applied in a particular case and implicitly relied on and whose trustworthiness is well
established®. Next we may question the basis for the warrant and here Toulmin introduces the notion of
backing for the warrant. Badking might be the validation for the scientific and engineering laws used.

These ae summarised in the table below:

Ground Sredfic facts about a predse situation that clarify and make goodthe
clam

Claim Assertions put forward for general acceptance

Warr ant Statements indicating the general ways of arguing being applied in a
particular case and implicitly relied on and whose trustworthinessis well
established

Backing Next we may question the basis for the warrant and here Toulmin
introduces the notion of backing for the warrant. Backing might be the
validation for the scientific and engineering laws used

Next we need to consider that the impli cation from grounds to claims may naot be deterministic: it may be
possible or probable that the daim follows from the grounds so there may be modifying moddities.

Lastly thereistheisaue of rebuttal. Toulmin discusses this as@he extraordinary or exceptional
circumstances that might undermine the force of the suppating arguments.° Wecould see the negation o
the rebuttal as aform of precondition.

Therelationship between Toulmin's s£heme? and more recent approadhes is summarised bel ow.

! So the daim could be unwarranted from the evidence,

2 He notes the skill of the expert isin establishing the Warrant and Badking. This processof seledion from the vast
array of potentially relevant information and the ansequential shaping and scoping of the problem is what expertiseis
all about and why it takes 9 long to become an expert in the profesgons. This has echoes with our own work where we
find that isthe basis of the agument that is often not clea. Similarly he was concerned with establi shing an approac to
criticism, just as we ae oncerned with the assessment problem. Note the importance of making the basis of the
ressoning a dea First clas$ objed.
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Toulmin GSN ASCE-CAE CEMSIS

ground evidence evidence evidence

clam clam clam clam

warrant argument argument conjunction of sub-claims
and evidence

badking(for warrant)  padking (for evidence) |separate argument evidenceintegrity

modalities context part of claim impli cit model

All these gproaches have associated notations. In the aase of Toulmin and ASCE CAE, the aguments can
be quite dosely reasoned and contain a considerable anourt of text. The CEM SIS claim structure can be
represented in tabular format, and the structuring rules are more strictba daim is asimple conjunction o
sub-claims and supporting evidence. No additional argument notationis used as the sub-claims shoud be
self evident. In the ASCE CAE notation the strength of arrows can be used to convey modalities but thisis
not well developed in use. Frequently uncertainty is taken into account by making the daim probabilistic or
modal. The GSN natation can define a2oontext® which defines what 3domain® is relevant to the argument.

More generaly, claim-based approaches are being introduced into safety standards and guidance. Thisis
normally termed a 3oal-based approach®. However the nature of the goals diff ers with diff erent standards.
The CAA SWO01 regulation[CAA 2007 identifies a standard set of top-level goals for a software based
systems which are generic, (e.g. specificationisvalid, specificationis corredly implemented, etc.). The
MOD gives guidance onthe safety justification daumentation [JSPAS4], which islinked to current standards
requirements ([ Defstan00-55, Defstan00-56], Defstan00-58]). This justification focuses on hazards and their
control, i.e. identification o hazards, risk assesament and hazard miti gation, together with complianceto
regulations and long term suppat. These could be viewed as el ements of an argument to show that the
system will be alequately safe. The MOD also provides guidance on software safety-cases in [Defstan00-
55], which again recommends sfety case structured on claims and evidence, bu focused on demonstrating
particular specific safety properties. In the guidance produced by the HSE [HSE2001], the justificationis
directed towards the demonstration d safety properties sich as:

functional correctness
timeliness
acairacy
reliability

avail ability
robustness

fail safety
seaurity
maintai nability
modifiability
usability

The properties are only safety relevant in a given application context. For example &imelines$® might not be
safety relevant for an advisory system, but 2accuracy® could be. By focusing on desired behaviour, the
argument and evidence are primarily related to the product rather than the process. Typically the evidence for
the product comes from:

analysis (of the system, hardware or software) e.g. static analysis or review

testing (of comporents or the overal system, to check some property)

field experience (e.g. analysis field problem reports to identify residual faults or to estimate
reliability)

For example, acarracy might be justified by an analysis of the accuracy of the inputs, outputs and the
computational algorithm, or by bladk-box tests using known results. Process aspects (such as gandards
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compliance) can help to provide such evidence (e.g. the results of functional tests) and give confidencethat
the test results are valid
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Appendix E: Composite safety claims

Lessstrict, but structured approades like the claim argument and evidence (CAE) method (see Appendix D)
could also be used to make the justification, kut the arguments can still be structured to foll ow the layered
approach advocaed in the CEM SIS safety justification guidance [1]. For example there wuld be aset of
generic daims such as:

1. TheSISrequirements are valid.

2. The specified SIS architecture can implement the SIS requirements.

3. The SIS comporents med the achitectural requirements.

4. The SISimplementation will remain safe throughou the planned lifetime.

Such astructure is also convenient as it partitions the dfort needed to substantiate the daims: thefirst isthe
responsibility of the utility, the sscond and third claims are the responsibility of the SIS supdier, andthe
final claimisa combined resporsibility.

Example daims onthe overall SIS functionality are shown in the tables below: Note that evidence in italics
isnot available initially, bu can be used to provide evidence at alater date.

We also include a example checklist on%adequate safety justificationf that can either:
be used hy the regulator to assessthe safety justification

be used hy the utility to make aseparate agument that the safety justification is adequate. Thisis
similar in principle to the 3acking® used in the justification approaches described in Appendix D.
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1. The SIS requirements are valid

Ref Claim Argument Evidence
SIS func_spec ok | Spedfied The specified MHS safety Plant safety report
functions are functions can be shown to cover
sufficient to al plant hazards and the Zlgnr;zssafety
prevent the functionality is sufficient to
known plant prevent the hazard Traceability
hazards analysis of MHS
safety functions
with the plant
safety claims
Modedlling of
specified logic
and dant
behaviour
Installation and
comrrissioning
tests
Probdionary
operation reports
SIS time resp_dk | The specified The maximum time lag Dataonexisting
timeresponseis | specified between an input interfaces
e cifigant to rovent aronabs. | Meaements
MHS state P made on existing
' MHS
Installation and
comrrissioning
tests
Probdionary
operation reports
SIS dep spec ok | Spedfied Analysis of theimpad of MHS functional
dependability departures from specified MHS | hazard analysis
requirementsfor | behaviour on plant safety show
the MHS result | that the specified hazard rates | 2t faulttree
. ) ) analysis
in an acceptable | are consistent with the tolerable | . :
. incorporating the
plant hazard rate | acadent rate target for theplant | o i orface

hazards/failure
modes.

Predicted accident
rate from the fault
tree anaysis

Probdionary
operation reports
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2. The specified SIS architecture implements the SIS

requirements

Ref Claim Argument Evidence
SIS spec ok The user safety All identified safety Traceability
reguirements have requirementsin the user spec | analysis
been captured in the are tracesbl e to requirements . .
. ) o Logic simulation
syztc??caatji%ﬂler S in the system spedfication. of core safety
® The safety function logic
requirements will be S
) . stem
?h?lé: ine? and agreed with acceptance tests
SIS arch_ &k System architectureis | The primary comporentsare | COTS Fail -safety
cgpable of meding COTSwhose dependability | analysis
dependability properties have been pre- g
requirements (fail- | qualified. gn%@?e“ab'“ty
safety, MTBF. :
avail ability) TheSiSarchitecture and | 576 piagnogic
environment satisfiesthe
o o performance
COTS constraints identified analvsis
in the pre-qualification. y _
A depencebility analysishas | AraYSSA
been performed for the ((:%Ijl'psl ancz;m_ "
system architecture to derive constraints
the system dependability System
properties. dependability
analysis
Common cause

failure analysis

System
acceptance tests
(simulated
failures)
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System architecture
cgpable of meding
performance
requirements (data
rates, response time,
etc.)

The primary comporents are
COTS whose performance
properties have been pre-
qualified.

Given congtraintsin the pre-
gualification, the worst case
throughputs and time delays
in comporents are
predictable.

The SIS architecture and
environment satisfiesthe
COTS constraints identified
in the pre-qualification.

A system performance
analysis has been performed

COTS
architedure -
predictable timing
analysis.

Time budgets for
functions

alocated to each
comporent

Compliance of
budgets with
timing constraints

Overal system
timing analysis

showing that the system System
performance reguirements acceptance
aremet it the assigned time | (performance
budgets are met for each tests)
comporent
Architecture mnsistent | Analyseswill show Design safety
with design safety architedure is compli ant criteria
criteria with design safety criteria compliance
andyses
Functiondlity assigned | Fail-safety and redundancy Redundant vote
to architectural features of the COTSdo nd | architedure
comporents consistent | affed logical operation. analysis
with required . S -
. Required user functionality Traceability
behaviour of overall istracedle to specific analysis

system

comporent functionality.

Comporent functiondlity is
tracedl e to system
requirements (function,
performance or
dependability)
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3. The SIS components meet their specifications

network and logic el ements
are consistent with the
documented behaviour.

Bad trandation d the
compiled logic will show that
is consistent with the original

Ref Claim Argument Evidence

SIS design_dk | Spedfied comporent | The COTSlogic platformis | COTS
functionality is pre-qualified. This srowsthe | functionality pre-
correctly implemented | behaviour of thelogic gualification

Back trandation
andcomparison

s A V&V test results

logic spedfication

Comporent testing confirms

functional behaviour of

applications complies with

their specification
Thereis no untended Nonrequired COTS COTSfunction
functionality functionality isidentified and | andysisand

measures have been courtermeasures

implemented to prevent
unintended activation a
interferencewith intended
functions

Speafied comporent
performance targets
are met

Analysis of the implemented
applications shows that the
timing budget has been met

Systems performancetest
will show the targets are met

COTSlogic timing
benchmarks

COTSloadfactor
estimation tool

System tests
(performance)
Spedfied comporent | Componrent dependability FMEDA analysis
dependability targets has be_en preqqallfled and COTS constraint
are met operational environment i
meds COTS constraints compli ance
analysis
SIS operational The interfacerepli cates the Planned operator

interfaceis adequate

current operator interface
apart from the additional
movement indicators
specified. So the interface
shoud be at least asgoodas
the exigting interface

The bar code reader presents
itsinformation onavideo

display

interfacelayout

SIS maintenance

facilities minimise the

risk of error

Diagnostic features help to
identify failed comporents
andto aid replacement

COTS diagnastics
documentation
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4. The SIS implementation will remain safe throughout the
planned lifetime

Ref Claim Argument Evidence
SIS suppat_ok | SIS suppat Thereis comprehensive COTS support
infrastructure documentation on the design documentation
gdeq aut?(t)en (for and maintenance of the COTS COTS software
mea?rntenar;ce ad PC based software tools exist | tod
S to store and modify the documentation
modification) existing loaic
glog COTS support
Accesscontrols exist to pdicy
prevent unauthorised
modification.
Software and hardware suppart
will be maintained during the
planned lifetime of the system.
site suppat_ok | Thesite Adequate procedures exist for | Site procedures
ﬁego aion Staff have the gopropriate modification
per competencies and training reviews
Staff
competency
procedures
site_mods_ok Thesite An adequate infrastructure Site procedures
infrastructureis existsfor authorising and
adequate to permit implementing SIS design mﬁgre
safe modificationof | changes
the SIS functionality An adequate infrastructure Staff
. . competency
exists for updeting the safety rocedures
justification P
site_ monitor_ok | SISthe performance | SISfailureincidentsare Incident
of the SISis investigated: reporting and
moritored - to identify the cause and a?c?lcgjres
suitable corrective action. P
- chedk SIS performanceis
consistent with the
asumptions in the safety
justification (e.g. fail ure rates,
safefailure fradion, etc.)

5. Adequate safety justification

Asnated earlier in this appendix, the following list could be expanded into a daim structure like the previous
sedions, or it could be used asthe basisfor a chedklist for use by the regulator. Note that this shoud be
viewed as an example and requires further development.
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Adequate safety justification

system defined

application defined

environment defined, charaderised
maintenance and modification

seaurity

operation (part of application at a higher system level)

adequately safe defined

interfaceto wider system, boundry condtions

safety properties
risk
hedth and safety
convincing argument
reviewable by diff erent stakeholders
correct arguments
valid argument strategy
claim structure alequate
warrant
suppated in scientific literature
complies with relevant standards
badking
complies with relevant standards
suppated in scientific literature
applied in relevant way
corvincing evidence
adequate rigour
tracedle
relevance
trusted evidence
consistent
complete

upto date

trusted organisation producing the evidence
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